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Abstract
Quantum Key Distribution (QKD) offers an alternative solution to the key exchange
problem in symmetric cryptography, which traditionally can only be solved utilizing
trusted couriers or public key schemes. Practical QKD can be implemented to secure
communication between two parties provided an optical channel exists between
them.
In metropolitan areas, existing telecommunication fibers can be used as QKD
optical channels without imposing significant overhead cost on the current infrastructure. However, operating QKD over fibers can be challenging. Single photons, or an
approximation thereof, need to be generated at telecommunication windows around
1310 nm or 1550 nm where fibers show low loss. Photons at these wavelengths are
harder to detect compare to those at visible wavelengths; Transmission of quantum
states, especially entangled polarization state of photons through long fibers is also
non-trivial due to fiber dispersion and polarization effects. As a result, polarization
entangled photon are rarely used in fiber QKD, despite being easier to implement
compared to other schemes.
This thesis summarizes my studies on various technical aspects of entanglementbased QKD at telecommunication wavelengths, which involves generation and
detection of polarization entangled photons at telecom O-band (1310 nm), as well as
techniques for distributing entangled photons over long telecom fibers. These efforts
eventually lead to an implementation of polarization-entangled QKD over a deployed
fiber, demonstrating that QKD can be integrated into existing telecommunication
fibers using polarization-entangled photons.
In this work, photon pairs are generated around 1310 nm using type-0 spontaneous
parametric down-conversion (SPDC) and the entangled state is prepared through a
linear beam displacement interferometer. The spectral bandwidth of photons are
filtered down to about 20 nm to mitigate fiber polarization-mode dispersion.
At telecommunication wavelengths, detection of single photons is carried out
with Indium Gallium Arsenide (InGaAs) avalanche photodetectors (APDs) which are
sensitive at telecom wavelengths. As real devices, these detectors have vulnerabilities
which may lead to side channels exploitable by an eavesdropper. We investigate
one such vulnerability known as the breakdown flash in InGaAs APDs, whereby
iv

the detectors emit photons upon detection events. We provide an estimation of the
breakdown flash probability as well as characterized its spectral property. While the
APD breakdown flash may potentially lead to attacks on a QKD system, we show
that it can be prevented by applying spectral filtering [1].
Another challenge we face is the transmission of entangled photon pairs. When
transmitted through long fibers, the timing correlation of photon pairs is significantly
degraded due to chromatic dispersion. This makes it difficult to identify whether
two photons are from the same pair, and eventually reduce the number of detection
events that can be used for key generation. We show that this degradation in timing
correlation can be alleviated by operating near the fiber zero-dispersion wavelength
around 1310 nm, and further minimized via non-local dispersion cancellation [2].
Apart from dispersion, birefringence in the fiber also causes random rotations in
photon polarization states, resulting in errors in QKD operation. We investigate
the rate of polarization rotation in a deployed fiber and compensate this effect
using a set of liquid crystal variable retarders as polarization controllers. The
compensation scheme consists of a feedback loop which constantly seeks to minimize
the quantum bit error rate with a stochastic minimization algorithm [3]. With this
active compensation scheme, we demonstrate a stable QKD operation of 5.7 hours
over a deployed 10 km fiber, with an average QBER of 6.4% and a final key rate of
109 bits/s [4].
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CHAPTER 1. INTRODUCTION

Chapter 1
Introduction
Providing secure communication, that is allowing two parties to exchange secret
information without any third parties knowing the content, has always been important to our society. The need for secure communication has led to the development
of cryptography which studies the science of secret writing. On the other hand,
cryptography is accompanied by the study of cryptanalysis which aims to break
cryptographic methods and retrieve secrets.
As two co-evolving aspects of the field, constant rivalry exists between the
development of secure communication protocols and techniques to break them.
Although early breakthroughs in these fields arose mostly due to military/political
demands, having secured communication in present days has become a necessity for
everyone. Modern cryptography is based heavily on research in mathematics and
computer science, which strives to design cryptographic schemes that are hard to
break, but yet cost-effective enough to be adopted in practical systems.

1.1

From one-time pad to public-key encryption

One of the goals of cryptography is to come up with a practical communication
scheme that is “information-theoretic secure”. This cryptographic concept was
first introduced by Shannon [5], which is used to describe a cryptographic system
that is secure even against a third-party adversary with an unlimited amount of
computational resources.
Contrary to what many people might think, there exists a simple encryption
scheme that is information-theoretic secure, despite this being a very strong statement on communication security. This scheme is called the One-Time Pad (OTP)
1
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Figure 1.1: An illustration of the one-time pad protocol with keys distributed
through a secure channel. In this scenario, all the information is encoded in binary.
The symmetric encryption key is provided by a random number generator (RNG)
to ensure that the content of the key is not predictable. Encryption/decryption is
carried out by performing a bitwise XOR operation between plaintext/ciphertext
and the key.

encryption and was invented in 1917 by Vernam [6]. Carrying out encryption and
decryption using OTP is computationally simple: if one party named Alice wants to
send a secret message to another party Bob using OTP to secure the communication,
both parties just need to go through the following steps (also shown in Fig. 1.1):
1. Alice and Bob first agree on a shared encryption key in advance. In a binary
context, this key is simply a string of bits that must be random and secret.
The length of the key must equal the length of the message, which is also
referred to as the plaintext.
2. Alice encrypts the message by performing a bitwise XOR operation between
the plaintext and the encryption key. She then sends the encrypted message
(also called ciphertext) to Bob via a public channel.
3. After receiving the encrypted message, Bob uncovers the plaintext by applying
a bitwise XOR operation between the ciphertext and the encryption key.
This scheme was proven to be information-theoretic secure by Shannon [5]
in 1949. He analyzed the OTP protocol in the context of information theory,

2
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and stated that the message encrypted with an OTP key has perfect secrecy: an
adversary intercepting the ciphertext cannot gain any information on the content
of the plaintext. As a result, eavesdropping on a one-time pad secured channel is
considered impossible.
However, it is difficult to employ the OTP scheme in real life. The major
limitation comes from the first step of the protocol: To encrypt a single message,
one needs to consume an encryption key of the same length. New encryption keys
therefore need to be constantly generated and distributed. As the ciphertext is
transmitted over a public channel and is visible to adversaries, the secrecy of the
message now relies on the OTP keys which need to stay secret during distribution.
Practically speaking, although the OTP scheme is information-theoretic secure,
it merely migrates the task of secure communication into a different, yet still crucial
task which is to distribute the encryption keys securely. The latter task is commonly
referred to as the secure key distribution, and carrying out this task still requires
having a secure channel which is typically a trusted courier. It should also be noted
here that key distribution is a vital task not only to OTP, but in general to any
symmetric encryption methods in which the same key is used for both encryption
and decryption 1 . In symmetric encryption, the secrecy of the cryptographic system
relies on the keys.

Public key encryption
As a result of this practical challenge, people turned to a different type of
encryption scheme known as public-key encryptions [7]. In a public-key encryption
scheme, two keys different in contents are generated by the receiver of the message.
One of the keys, Ks , stays secret with the receiver while the other key, Kp , is typically
derived from Ks and is delivered to the sender via a public channel.
The second key Kp , also called the public key, is used by the sender as a parameter
to determine a transformation EKp which converts the plaintext into ciphertext:
EKp (plaintext) = ciphertext
1

As such, these schemes are also called one-key encryption schemes. Similarly, the public-key
schemes are sometimes known as two-key schemes.
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Upon receiving the ciphertext from the public channel, the receiver uses the secret
key (or private key) Ks to set up the decryption transformation DKs of ciphertext
and recovers the message:
DKs (ciphertext) = DKs (EKp (plaintext)) = plaintext
For public-key schemes, the public key and ciphertext are both transmitted through
the public channel and a secured channel is thus not required.
As the encryption and decryption transformations (EKp and DKs ) are determined
by the public and secret keys Kp and Ks , a secure public-key protocol therefore
requires that the process of deriving of a public key from a secret key shall be
computationally infeasible. To put is simple, a function that computes Kp from Ks :
Kp = f (Ks )
should be easy to compute (so that public-key generation can be done efficiently),
but its reverse:
Ks = f −1 (Kp )
should be extremely difficult to compute. In this way, the secret key can stay secret
and the public-key scheme is secure.
Unlike the OTP scheme, the security of a public-key encryption protocol relies on
irreversibility in the public-key generation, and much effort has been put into finding
and proving practical mathematical processes that are hard to reverse. The most
famous example of such a process is the factorization of large integers, a problem
upon which many of the important public-key encryption schemes are based on.
Some of the famous public-key encryption methods that utilize this problem include
RSA (Rivest–Shamir–Adleman), DSA (Digital Signature Algorithm) and ECDSA
(Elliptic Curve Digital Signature Algorithm) [8–10]. These cryptographic methods
(as well as their many derivatives) are widely adopted in information security systems
in modern days.
It is worth noting that the symmetric key and public key schemes are often used in
combination. One example is the Diffie Hellman key exchange algorithm, which uses
a public key protocol to distribute keys between the senders and receivers [7]. These
keys are then used to establish secure communication via a symmetric key protocol,
4
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thus eliminating the need for a secure communication channel for key distribution.
However, the security of such an algorithm still relies on the computational complexity
of a public-key scheme.

1.2

Securing key distribution using quantum mechanics

Crossovers between the fields of computational science, cryptography, and quantum physics occur after the 1970s and gave birth to two intriguing interdisciplinary
fields, which are later recognized as quantum computation and quantum cryptography. Two important results emerged from these fields and caused an impact on the
study of both public-key encryptions and symmetric-key encryptions.
One of the results, from the field of quantum computation, was the discovery
made by Peter Shor in 1994 that one can factorize large integers on a quantum
computer much more efficiently compared to classical computers [11]. While the
realization of a universal quantum computer is still in progress till the present day,
the mere existence of such a quantum algorithm casts a shadow on the security of the
public-key encryption schemes which are based on this mathematical task. This also
triggers research interest in more fundamental questions like “What other problems
are hard to solve by a classical computer but easier on a quantum computer?”
and “Are there problems that are hard to solve even for a quantum computer?”.
These questions further lead to studies in quantum algorithms and post-quantum
cryptography, which remain active in present days.
Another result, which dated 10 years earlier than Shor’s algorithm, is the first
complete Quantum Key Distribution (QKD) protocol proposed by Bennett and
Brassard [12], which was based on even earlier ideas from Wiesner [13]. This protocol
is later named “BB84” after its inventors, and it provided an alternative solution to
the cryptographic task of key distribution in the case of symmetric encryption.
An example of the BB84 protocol using polarization states of photons is shown
in Fig. 1.2. The sender, Alice, randomly prepares photons into one of 4 polarization
states: H, V, +45, -45. The photons are sent to the receiver, Bob, who measures the
polarization of photons randomly in one of two bases, namely H/V and +45/-45.
Once the measurements are finished, Alice and Bob communicate over a public
5
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Figure 1.2: An illustration of the BB84 protocol: Alice randomly prepares a photon
in one of the 4 polarization states (H, V, +45, -45) and sends it to Bob; Bob
randomly measures the photon’s polarization in one of two bases (H/V, +45/-45).
After a series of measurements, Alice and Bob inform each other of the basis choices
made for each generated/detected photon to establish a secret key. A Random
Number Generator (RNG) is used to ensure randomness in state preparation.

channel and inform each other of the basis choices they made for each photon
generation/measurement.
For photons that are prepared and measured under the same basis, key bits are
derived from the state preparation choices and measurement outcomes on each side,
respectively. Records of other photons that are processed under different basis are
discarded. Through this sifting procedure, Alice and Bob each extracts a string of
random bits whose length is about half of the number of detected photons. In an
ideal case without the presence of an eavesdropper, the two strings are identical and
can be used as encryption keys. However, in real QKD implementations, the sifted
keys will contain a small fraction of erroneous bits, which are caused by detector dark
counts and imperfections in the prepared polarization states. The ratio between the
number of error bits and the total number of sifted keys is known as the Quantum Bit
Error Rate (QBER), and is an important performance parameter of QKD systems.
When the QBER is relatively low (<∼11% 2 ), the error bits can be eliminated
through an error correction procedure between Alice and Bob.
2

This bound on QBER is obtained from the QKD security proof given by Shor and Preskill [14],
which was based on the work of Mayer [15]. In their security model, in which no assumptions is
placed on the capability of an eavesdropper, secret keys can only be generated when the system
QBER is less than 11%.
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Unlike classical key distribution protocols which either rely on trusted couriers
or the complexity of mathematical functions in public-key schemes, the security
of a QKD protocol is derived from the no-cloning theorem in quantum mechanics,
which states that an unknown quantum state cannot be perfectly duplicated [16]. In
theory, eavesdropping on a QKD channel is impossible because one cannot intercept
and resend the photons while keeping a perfect copy of all the quantum states.
With the presence of an eavesdropper who performs intercept and resend on all the
photons, Alice and Bob will quickly notice an increase of QBER to about 25% in
the established keys and thus deduce the existence of the eavesdropping attempt.
Following the BB84 protocol, other QKD protocols were proposed such as
SARG04 [17] and decoy-state protocol [18], allowing QKD systems to be implemented
with weak coherent pulses instead of true single photon sources. For practical QKD
applications, the key extraction procedure was formalized by introducing error
correction together with privacy amplification [19]. A long list of works on the
security proofs of QKD protocols can also be found [14, 20–22], in which security
models were carefully constructed with assumptions made on various QKD systems
parameters. Within the models of these works, several QKD protocols were rigorously
proven to be information-theoretic secure.
QKD with entangled photons
The BB84 protocol and many of its practical derivatives are often categorized
as “prepare&measure” protocols, due to the fact that these protocols require one
party to prepare quantum states and send to the other party to measure. This
was complemented by the invention of entanglement-based protocols, which was
proposed in 1991 by Ekert (E91) and one year later by Bennett, Brassard, and
Mermin (BBM92) [23, 24]. In particular, the BBM92 protocol is considered an
entanglement-based version of the traditional BB84 protocol. The BBM92 protocol
will be the basis of work in this thesis.
An example of the BBM92 protocol is illustrated in Fig. 1.3. Unlike a prepare&measure scheme, Alice and Bob both receive photons from a polarizationentangled photon pair source. In this example, a photon pair from this source is
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Figure 1.3: An illustration of the BBM92 protocol: An entanglephoton pair source
distributes photons to Alice and Bob. The photon pairs are prepared in a polarization
entangled state √12 (|HV ⟩ + |V H⟩), and are randomly measured in one of two bases
(H/V, +45/-45) on both sides. The measurement results between Alice and Bob are
correlated and can be used to establish a secret key composed of random bits.
prepared with an entangled state:
1
|Φ+ ⟩ = √ (|HH⟩ + |V V ⟩)
2
Alice and Bob both randomly measure the polarization of each photon in one of
two bases in the same way as Bob did in a BB84 protocol. In the H/V basis, the
measurement outcomes between Alice and Bob will be correlated: they will find
both photons to be either horizontally or vertically polarized, as indicated by the
two components |HH⟩ and |V V ⟩ of the |Φ+ ⟩ state.
This correlation in polarization remains when the other set of measurement basis,
namely the +/- (short for +45◦ /-45◦ ) basis is used. This can be easily illustrated by
expressing the state |Φ+ ⟩ in the +/- basis:
1
|H⟩ = √ (|+⟩ + |−⟩)
2
1
|V ⟩ = √ (|+⟩ − |−⟩)
2
1
|Φ+ ⟩ = √ (|HH⟩ + |V V ⟩)
2
1
= √ (| + +⟩ + | − −⟩)
2
whereby the | + +⟩ and | − −⟩ components suggest that same polarization outcomes
will emerge between Alice and Bob when both photons are measured under the +/8
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basis. With a set of measurement outcomes obtained, Alice and Bob communicate
over a public channel to exchange their basis choices. Measurement outcomes are
sifted, leaving those bits that correspond to measurements conducted in the same
basis. Key bits are then derived from the sifted measurement results on both sides.
It was argued that entanglement-based protocols are equivalent to prepare&measure
protocols [24]. However, differences between the two types remain when practical
issues are considered. For prepare&measure protocols, a trusted random number
generator (RNG) is always required during the state preparation process. This is
however not necessary for entanglement-based protocols where randomness emerges
from the measurement process itself.
Practical implementations of prepare&measure protocols commonly use weak
coherent pulses due to the technical difficulties in building a true single photon source.
The Poissonian photon number distribution in these pulses leads to a potential
photon number splitting attack [25, 26], which needs to be mitigated by using new
protocols such as the decoy-state scheme [18]. Entanglement-based protocols do not
rely on a true single photon source and have fewer possible side channels than typical
prepare&measure protocols. This makes entanglement-based QKD less vulnerable
to attacks in practical scenarios [27].

1.3

Implementations of Quantum Key Distribution

After the proposition of QKD in 1984, it didn’t take long for people to realize
the feasibility of QKD in practical implementations, given that technologies for
generating and detecting single photons were already available. As mentioned in
the previous section, strongly attenuated light pulses from lasers are commonly
used in prepare&measure protocols as an approximation of true single photons [26].
Sub-Poissonian photon sources, while being technically challenging, also receive lots
of research attention [28]. In entanglement-based implementations, photon pairs are
typically generated by spontaneous parametric downconversion (SPDC) process in
crystals with optical nonlinearity [29].
Detection of single photons was first achieved utilizing photomultipliers [30],
which is later replaced by the more efficient and robust avalanche photodiodes
9
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(APDs) [31] till present days. More recent developments in cryogenic technologies
also enable single photon detection using devices such as superconducting nanowire
detectors [32, 33] and superconducting transition-edge sensors [34] which offer
excellent performances in efficiency.
Experimental demonstrations were first reported in the early 90s [30, 35, 36]
over short optical fibers in a lab environment, with information encoded into the
polarization of light. Many more experimental implementations followed in later
years to cover longer distances using free-space links with telescopes, long optical
fibers, and satellite-ground optical links [37–42]. Apart from the transmission
channel, one can also use different degrees of freedom of light to encode quantum
information. Apart from a photon’s polarization state which is the earliest encoding
scheme [30], other possibilities were explored such as the time of arrival of photons
(time bin) [43], quadrature components of coherent light [44, 45] and more.
While QKD can in principle be achieved using any type of encoding over either
free space or optical fiber links, this combination is not arbitrary in practical
implementations. Although the polarization states of photons are easy to prepare
and manipulate, polarization QKD is usually only implemented over free-space
optical links which have a negligible amount of dispersion and polarization effect at
its transmission window [46]. Optical fiber channels, on the other hand, are more
frequently reported utilizing time bin encoding [47] instead of polarization, which
is limited by the properties of optical fibers. These two types of implementations
are usually associated with different usage scenarios in which free-space QKD (in
particular, satellite QKD) provides long-distance services while fiber QKD covers
small metropolitan areas utilizing existing telecom infrastructure.
Polarization encoding QKD over Telecom Fiber
Although polarization of light is easier to manipulate compared to other degrees
of freedom of photon, polarization encoding is not a common choice for fiber QKD
implementation [47]. Unlike the atmosphere, a long optical fiber possesses a nonnegligible amount of dispersion and birefringence, which makes it difficult to transmit
a photon over a long distance without altering the polarization state or increasing
the discrepancy in arrival time.
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When propagating through a fiber, a random rotation 3 is applied to the polarization state of photons. This rotation is partially due to the fiber’s routing geometry,
as well as the birefringence in the fiber core which causes different phase velocities of
orthogonal polarization states. To make things worse, this rotation is time dependent
and is affected by changes in temperature and mechanical stress. If not compensated,
this random rotation results in alteration in the prepared polarization state and
therefore causes errors.
Dispersion effects of fiber cause more problems when entanglement-based QKD
protocols are implemented. In such systems, photons are generated from nonlinear
processes in an optical crystal which can have a large spectral bandwidth (tens of
nanometers is not unusual). These wideband photons are susceptible to both polarization mode dispersion (PMD) and chromatic dispersion (CD) during propagation
in fiber. A fiber link with a large PMD value can act as a depolarizing channel
for photons and cause degradation in entanglement [48, 49]. On the other hand,
chromatic dispersion reduces the timing correlation between a pair of photons, which
makes coincidence identification more difficult.
While these limitations make optical fibers unattractive to serve as quantum
channels, especially for polarization-entangled QKD, they can be carefully mitigated
using different polarization compensation and dispersion cancellation techniques [2,
3]. It is the goal of this thesis to demonstrate the feasibility of implementing a
polarization entanglement-based QKD over a deployed telecom fiber, using entangled
photon generated and detected at telecom O-band (1310 nm).

3

The word “rotation” used here refers to one that happens in the Poincaré sphere, which
includes elliptical and circular polarizations as well.
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Thesis Outline
This thesis describes a polarization-entangled quantum key distribution system
implemented over a deployed telecom fiber, as well as several aspects related to the
advancement of this implementation.
Chapter 2 discusses the basic elements of such a system which is the generation
and detection of polarization-entangled photon pairs at telecom wavelength. The
first part of the chapter describes an entangled photon pair source based on type-0
spontaneous parametric down-conversion (SPDC) that produces photon pairs at
the telecom 0-band (1310 nm). Detection of single photons at this wavelength is
accomplished with Indium Gallium Arsenide (InGaAs) avalanche photodetectors.
An overview of these detectors is given in the second part of this chapter.
In Chapter 3 we report an interesting effect in the APDs known as the breakdown
flash, which could lead to potential side-channel attacks on the QKD systems if
not dealt with. This effect, which is light emission from the recombination process
in the detector itself was first observed in Silicon APDs. We confirmed that the
InGaAs APDs suffer the same effect, and performed a subsequent measurement to
determine the optical spectrum of the breakdown flash. We show that this flash is
wideband and can be easily suppressed via spectral filtering [1].
In Chapter 4 we focus on the optical fiber which serves as the tranmission channel
for our polarization entangled photons. We will discuss the chromatic dispersion
effects of optical fibers, which is one of the major limitations for implementing
entanglement based QKD. We show that fiber chromatic dispersion can significantly
degrade the timing correlation of the photon pairs when sent over long distances,
and this degradation can be compensated in principle using non-local dispersion
cancellation [2].
Chapter 5 describes a full QKD setup implemented over a deployed, 10 km
telecom fiber. While similar to a typical QKD system that follows the BBM92
protocol, we introduced an extra setup to perform polarization compensation to
counter the fiber birefringence effect [3]. We demonstrate stable QKD operation for
a period of 5.7 hours with a mean Quantum Bit Error Rate (QBER) of 6.3% and
final key rate of 109 bits/s [4].
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Chapter 2
Generating and Detecting Entangled Photon Pairs in the Telecom
O-band
Although QKD can in principle be realized with any two-level quantum systems,
utilizing photons, which are energy quanta of light, is the only practical choice
as they are able to stay coherent over long distance transmissions. Unlike other
particles, photons can be distributed to distant parties through free space links or
optical fibers without too much loss of encoded information. There also exists various
degrees of freedom in photons that be exploited to encode quantum information,
such as polarization [50] and arrival time (time-bin) [43].
The choice of photon wavelength in QKD is another important consideration
that is mainly dictated by the transmission spectrum of the quantum channel. For
QKD over free-space links, a number of spectral bands are available ranging from
665 nm to 1680 nm, which correspond to wavelengths with low absorption in the
atomsphere [46]. Over this large range, low-loss windows around 670 nm and 785 nm
are two preferred choices as photons at these wavelengths can be efficiently detected
using single photon detectors based on silicon [51–53]. While the transmission loss
in free space depends on various parameters such as wavelengths, altitude, and
atmospheric turbulence, attenuation below 0.1 dB/km can be achieved [41, 51, 53].
There are fewer wavelength choices available when transmitting photons in
telecommunication fibers. Fig. 2.1 shows the attenuation spectrum of Corning’s
SMF-28, which is a standard single-mode fiber used in telecommunication networks [54]. There are two wavelengths in this spectrum that exhibit relatively
low attenuation and are located around 1310 nm (∼0.34 dB/km) and 1550 nm
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Figure 2.1: Attenuation spectrum of a typical SMF-28 fiber. There are two commonly
used transmission windows located at 1310 nm (a) and 1550 nm (c), separated by a
high loss peak around 1383 nm (b) caused by hydroxyl (OH− ) ion absorption. This
figure is adapted from reference [54].

(∼0.19 dB/km). Transmission windows around these wavelengths are commonly
recognized as the “O-band” (1260 nm-1360 nm) and “C-band” (1530 nm-1565 nm) in
the telecommunication industry 1 . Out of the two, the C-band is the most commonly
used window for long-haul communications (hundreds to thousands of kilometers)
due to low transmission loss as well as the availability of good fiber amplifiers based
on erbium [56].
In contrast, the telecom O-band is higher in loss, which limits the transmission
distance to tens of kilometers without the aid of fiber amplifiers. However, this
distance is sufficient for QKD to cover a metropolitan area such as the city of
Singapore. An additional property of merit for the O-band is that the chromatic
dispersion effect around 1310 nm is relatively small compared to the C-band, which
eliminates the need of having chromatic dispersion-shifted fibers [57]. Due to these
considerations, the work in this thesis is focused on QKD at O-band.
Fortunately, technologies for generating and detecting entangled photons around
this wavelength have been long available. In this chapter, I will give an overview of
our photon source at the O-band, as well as the single photon detectors for detecting
1

“O” and “C” respectively stand for “Original” and “Conventional” [55].
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these near-infrared photons. The photon source and detectors are the basic devices
that enable us to implement QKD over a deployed fiber.
Following this, the chapter is naturally split into two sections. The first section describes a polarization-entangled photon pair source based on spontaneous
parametric downconversion (SPDC), which generates photon pairs in the O-band
(degenerate wavelength at 1316 nm) and prepares the polarization entanglement state
via a linear beam displacement interferometer. The second section gives an overview
of the Indium Gallium Arsenide (InGaAs) avalanche photodetectors (APDs) used for
detecting single photons at O-band, as well as a summary of various characterization
techniques for these detectors.

2.1

Polarization Entangled Photon Pairs at Telecom O-band

Photon pairs can be generated by many physical processes such as cascaded emissions in atomic ensembles [58] and nonlinear processes in optical crystals [59]. The
most commonly used process is known as spontaneous parametric downconversion
(SPDC), which is a nonlinear process in optical crystals that converts a high-energy
pump photon into two daughter photons with the same total energy.
The SPDC process was first observed early in the late 1960s [29, 60]. These
generated photon pairs are found to be highly correlated in time and are used to
explore non-classical interference effects on a single photon level [59, 61]. Correlated
photon pairs from SPDC were then utilized to efficiently prepare polarizationentangled states [62] and became widely adopted in experiments where photon
entanglement is required. Even until the present day, SPDC remains the basis for
most of the reported entangled-photon sources.

2.1.1

Generating Correlated Photon Pairs

In the process of spontaneous parametric downconversion, a photon with relatively
high energy (pump photon) propagates through an anisotropic optical crystal and is
split into two photons with lower energies (signal and idler photons). The necessary
condition for SPDC to take place is that the three participating photons obey
the conservation of energy and momentum. While the conservation of energy is
15
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Figure 2.2: Simplified schematic of a correlated photon pair source. Pump light at
658 nm is converted to two photons degenerate at 1316 nm in a colinear configuration.
The size of the beam spot (FWHM) for the pump light is ωp = 112 µm, while the
collection waist is ωp = 57 µm. A wavelength division demultiplexer (WDM) is
used to separate the signal and idler photons. With a vertically polarized pump
photon, both signal and idler photons have vertical polarizations as well (type-0
phase matching).

always fixed with a given pump wavelength, the conservation of momentum, also
call phase-matching, can be engineered by exploiting the anisotropic properties of
the crystal. This typically refers to the different refractive indices along different
directions, which can be continuously tuned by changing the temperature or rotating
the crystal [63]. Another important way to enhance the efficiency of SPDC process is
to periodically alternate the orientation of optical axes in a crystal, which effectively
contributes additional momentum in the phase-matching condition [64]. This is
typically referred to as quasi-phase-matching in a periodically poled crystal and has
been commonly adopted in building SPDC sources.
Techniques for phase-matching have been extensively studied, with various types
of anisotropic crystals with cutting angles commercially available to enable the
implementation of such nonlinear optical processes at different wavelengths.
The correlated photon pair source in this work is realized through SPDC in a
periodically poled potassium titanyl phosphate crystal (PPKTP, Raicol). The crystal
is manufactured with a poling period of 16.775 µm and is designed for type-0 SPDC
in which the down-converted signal and idler photons have the same polarization
as the pump photon which is vertically polarized. To generate photons at the
telecom O-band, the crystal is pumped with a grating stabilized laser at 658 nm
16
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Figure 2.3: Measured SPDC spectrum as a function of crystal temperature. In this
source setup, the PPKTP crystal temperature is stabilized at 40 ◦ C where the signal
and idler wavelengths are degenerate and the brightness is the highest.

(ONDAX Surelock) with a typical linewidth of 300 MHz. The resulting in degenerate
wavelength of the down-converted photons is 1316 nm.
The spectral distribution of the down-converted photons is sensitive to the
phase-matching condition in the PPKTP crystal, which is temperature-tuned in this
case. Figure 2.3 shows a heat map representing the measured SPDC spectrum as
a function of crystal temperature. With increasing crystal temperature, optimal
phase-matching is achieved around 40 ◦ C with the most number of signal and idler
photons being generated and are degenerate in wavelength. The spectrum then
bifurcates with a temperature above 44 ◦ C where the down-converted photons become
distinguishable by wavelength.
The correlated-photon pair source is therefore operated at a crystal temperature
of 40 ◦ C where the brightness is the highest. Following the work of Bennink [65]
and Dixon [66], the pump and collection beam waist (FWHM) is set to be about
112 µm and 57 µm for optimal source efficiency. At this configuration we observed a
pair rate as high as 57000 pairs/s/mW measured with two InGaAs single photon
17
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detectors (IDQ220 from IDQuantique) at a pump power of 0.1 mW.
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Figure 2.4: Spectrum of the Type-0 SPDC photons. The orange trace shows the full
spectrum of the SPDC photons and the black trace indicates the 50 nm bandwidth
defined by the bandpass filter applied. Signal (blue) and idler (red) photons are
separated using a wavelength division demultiplexer edged at 1316 nm.
The spectrum of the down-converted photons is measured with a grating monochromator and is shown in Fig. 2.4. Centered at 1316 nm, the full bandwidth of the
down-converted photons is approximately 70 nm (yellow trace). The signal and
idler photons are separated using a wavelength division demultiplexer (WDM) with
a separation wavelength of 1316 nm. As will be discussed in later chapters, such
a wide bandwidth makes the photons susceptible to both chromatic dispersion
and polarization mode dispersion effects, which makes QKD implementations over
long fibers infeasible. As a result, spectral filtering is required to narrow down the
bandwidth of the generated photons. Under this consideration, a 50 nm bandpass
filter is applied to limit the photon bandwidths which results in signal and idler
photons of 20 nm and 24 nm, respectively (blue and red traces in Fig. 2.4).

2.1.2

Entangling the Photons

Both photons generated by type-0 SPDC are polarized along the vertical direction.
This is denoted by |V V ⟩ using bracket notation. In order to create an entangled
polarization state between the photons, we place the PPKTP crystal inside a linear
beam-displacement interferometer [68]. In this configuration, the pump laser is
18
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Figure 2.5: Experimental schematic of the entanglement source. The pump light
is coherently distributed to two paths, each of which allows type-0 SPDC to take
place inside the PPKTP crystal. For the downconverted photons, the polarization
state in the lower path is rotated 90 degrees by a half-wave plate. The two paths are
recombined to create an entangled state √12 (|HH⟩ + ei∆ϕ(λ) |V V ⟩). The wavelength
dependence of the phase difference ∆ϕ(λ) is minimized by inserting a piece of
Yttrium Vanadate (YVO4 ) crystal at the recombined path, resulting in a final |Φ+ ⟩
output state[67].

split and recombined coherently, creating two possible paths in which SPDC can
take place. Down-converted photon pairs with different two-photon states are
produced within each path. The coherent recombination of these photons at the
interferometer output produces a superposition of these states which eventually
becomes a polarization-entangled state.
The experimental schematic of the entangled photon pair source is shown in
Fig. 2.5. The 658 nm pump laser is guided to the crystal through a single mode
fiber, with a half-wave plate (HWP) and a quarter-wave plate (QWP) controlling
its polarization. The polarization of the pump light is set to +45 degrees before it
enters a first α-Barium borate (α-BBO) crystal, which acts as a beam splitter for
the linear displacement interferometer. This 9 mm α-BBO crystal has its optical
axis oriented at 45◦ with respect to the horizontal direction and creates a spatial
walk-off between the |H⟩ and |V ⟩ component of the pump light. With pump light
polarized at 45◦ , the transmitted path (|H⟩) and the deflected path (|V ⟩) carry
equal power and are separated by a walk-off distance of about 600 µm.
A half-wave plate at 658 nm changes the polarization of the transmitted pump
light from |H⟩ to |V ⟩. As a result, pump light in both paths is now vertically
polarized and is subject to type-0 SPDC in the PPKTP crystal. The down-converted
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photon pairs in both paths have a two-photon polarization state |V V ⟩. Similar to
the pump light, another half-wave plate at 1316 nm converts the |V V ⟩ state of the
down-converted photon pairs into |HH⟩. The paths are then recombined using a
second α-BBO crystal with 9.1 mm in length, preliminarily generating an entangled
state
1
|Φ⟩ = √ (|HH⟩ + ei∆ϕ(λ) |V V ⟩),
2
where ei∆ϕ(λ) denotes a relative phase difference between the two generation paths.
This phase difference is mainly due to the wavelength-dependent birefringence
in the BBO crystal and can be compensated by introducing a 1.6 mm Yttrium
orthovanadate crystal (YVO4 , a-cut) after the second α-BBO crystal [67].
The spectrum of the down-converted photons is further limited to 50 nm with a
bandpass filter, while another long-pass filter (cut-off at 808 nm) is applied to block
any leaked pump light. After a wavelength division demultiplexer which spectrally
separates the signal and idler photons about the degenerate wavelength (1316 nm),
the final two-photon state is the Bell state |Φ+ ⟩
1
|Φ+ ⟩ = √ (|HH⟩ + |V V ⟩).
2

2.1.3

Characterization of Polarization Entanglement

In order to verify the entangled state |Φ+ ⟩ of generated photons pairs, we measured the polarization correlation between the signal and idler using a simple setup
illustrated in Fig. 2.6. In this setup, both signal and idler photons propagate through
a linear polarizer before being collected into two polarization-neutralized single mode
fibers. The photons are eventually detected utilizing two single photon detectors
which generate signals that are coincident in time. The number of coincidences
between the two detectors is recorded with a counting device.
If the polarizers applied to signal and idler photons are set at angles θs and θi ,
respectively (θs,i = 0 corresponds to |H⟩ polarization), the detection probability of a
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Signal

Idler

Figure 2.6: Setup for measuring the polarization correlation of the entanglement
source in both H/V and D/A bases. The coincidence rate is measured with two halfwave plates (HWPs) and two polarizing beam splitters (PBSs) applied to the signal
and idler photons. The HWP on the signal’s side is kept at different polarization
measurement settings (H, V, D, A) while the other HWP on the idler’s side is
scanned over 180 degrees.

photon pair follows the Malus’s law:
P (θs , θi ) = |⟨θs , θi |Φ+ ⟩|2
1
= |⟨θs , θi |HH⟩ + ⟨θs , θi |V V ⟩|2
2
1
= | cos(θs − θi )|2 .
2

(2.1)

For each measurement, the signal’s polarizer angle is kept at one of four settings:
θs = 0◦ (H), 90◦ (V), +45◦ (D), and − 45◦ (A). At each setting, the idler’s polarizer
angle θi is scanned over 360 degrees. At each step, we record the number of detected
coincidence events, which is proportional to the detection probability P (θs , θi ).
Figure. 2.7 shows the measured polarization correlations in all four settings of
the signal’s polarizer angle. The measured coincidence rates as a function of idler’s
polarizer angle θi follow the sinusoidal functions described by Eq. 2.1. The quality of
entanglement can be characterized by the visibility of the polarization correlations
in different bases, which is defined as:
V =

Nmax − Nmin
,
Nmax + Nmin

(2.2)

where Nmax and Nmin represent the maximum and the minimum number of detected
coincidences. The visibility calculated from 4 measurements at different polarizer
settings are:
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Figure 2.7: Polarization correlation in both H/V and D/A bases measured at the
entanglement source. The coincidence rate is measured with two polarizers applied
to the signal and idler photons. The polarizer on the signal’s side is kept at different
settings (H, V, D, A), while the other polarizer on the idler’s side is scanned over
360 degrees.

Signal’s Polarizer setting

H

V

+45◦

-45◦

Visibility

99±0.6%

98.9±0.7%

99.8±0.3%

99.4±0.5%

These high visibilities suggest that the source generates photon pairs with polarization
states very close to the ideal |Φ+ ⟩ state. The remaining difference between the
visibility values and 100% is due to accidental coincidences (which account for about
0.3% of the visibility drop), and other optical errors caused by various polarization
components and collection fibers.

2.2

Detecting single photons at telecom wavelengths

Besides a high quality entangled photon pair source, efficient detection of single
photons is another important element in QKD. The technology of detecting light at
single-photon level intensity predated quantum cryptography with the invention of
photomultiplier tubes (PMTs) in the 1930s [69–71]. In a PMT, photons generate
photoelectrons through the external photoelectric effect. The photoelectrons are
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then accelerated in vacuum by electrical fields towards a nearby dynode where they
trigger secondary emission and creates more free electrons. Such cascaded emissions
results in high sensitivity of the PMT and therefore make it capable of single photon
detection.
Photomultiplier tubes were used in some of the earliest experimental demonstrations of QKD [30] and are still being used in present days. However, these
detectors are based on vacuum tube technology which is somewhat limited in terms
of lifetime, reliability, and scalability [72]. Additionally, the quantum efficiencies of
PMTs in the infrared wavelength region are relatively low. A competitive alternative,
which is single photon detector based on solid-state devices, did not appear until
the 1960s with the invention of Geiger-mode avalanche photodiodes (APDs) [31].
Also commonly referred to as single-photon avalanche diodes (SPADs), these detectors are typically manufactured from semiconductor materials such as Si (for
visible photons), Ge, and InGaAs (for near-infrared photons). APDs achieve single
photon detection through internal photoelectric effect amplified by impact ionization
(avalanche effect) and offer higher detection efficiencies compare to PMTs especially
for longer wavelengths [73] .
Recent advancements in superconducting technologies lead to more advanced options such as superconducting nanowire detectors [74] and superconducting transitionedge sensors [34]. While these detectors can offer excellent performance parameters
such as low timing jitter [75] and high quantum efficiency [76] across a wide range of
wavelengths, they need to be operated at a cryogenic temperature which significantly
increases the cost of operation. As a result, APDs currently remains the most
commonly used single photon detectors in practical applications, including this
thesis.

2.2.1

Single Photon Detection with APDs

The solid-state structure of an APD is conceptually similar to that of a p-n
junction (Fig. 2.8). A reverse bias (Vbias ) higher than the junction breakdown voltage
is applied to the cathode of the APD, making it operate in the so-called Geiger
mode. This bias voltage is typically higher than 100 V for silicon APDs and 50 V for
InGaAs APDs. The bias voltage causes a strong electrical field within the depletion

23

CHAPTER 2. GENERATING AND DETECTING ENTANGLED PHOTON
PAIRS IN THE TELECOM O-BAND
Vbias

Electrical eld strength

Avalanche
layer

Photon

Figure 2.8: A simplified diagram illustrating the avalanche process in an APD. A
high bias voltage is applied to the APD which creates a depletion region in the
weakly doped P− and P region. A single photon incident on the APD creates a free
electron-hole pair, which then triggers an avalanche. The number of free charge
carriers quickly multiplies in the avalanche layer and eventually forms a measurable
amount of electrical current. This diagram is adopted from reference [77].

region of the P-N junction, which makes the device non-conductive in the absence
of light.
Detection of a single photon in an APD begins with an internal photoelectric
effect, which excites a valence electron to the conduction band of the p-n junction,
generating a free electron-hold pair. These charge carriers accelerate in the electrical
field and collide with atoms in the junction lattice to create more free electron-hold
pairs as illustrated in Fig. 2.8. This process, called impact ionization, effectively
amplifies the number of free charge carriers and creates a measurable amount of
current (on the order of a few mA) which is converted to a voltage pulse across a
load resistor (RL in Fig. 2.9).
With an impinging photon triggering an avalanche current, the APD becomes
conductive with the presence of free charge carriers across the junction. An APD at
this state cannot detect subsequent photons until it is reinstated to the previous
non-conducting state. This process, also called quenching, can be achieved by
connecting a resistor Rq between the reverse bias and the cathode, as shown in
Fig. 2.9. With the presence of this quench resistor, the avalanche current produces
a voltage drop across the resistor which effectively lowers the APD reverse bias to
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Vbias
Rq
Cd

RL

Vout

Figure 2.9: Schematic circuit diagram of an APD operated with the passive-quenching
method. A high reverse bias voltage Vbias is applied to operate the APD in Geiger
mode. In this mode, the APD is non-conductive with a high electrical field built
across the depletion inside. After detecting a photon, the APD generates an avalanche
current which is converted to a voltage pulse over a load resistor RL . A quenching
resistor Rq with a large resistance value is used to limit the avalanche current and
reinstate the non-conducting state of the APD.

a level below the breakdown voltage. The avalanche current also decreases during
this process until the APD becomes non-conductive again. The voltage at the APD
cathode then slowly recovers towards Vbias with a small current flowing across Rq and
charges the the APD junction capacitance Cd with a time constant τdead = Rq Cd .
This time constant represents the recovery time of an APD during which no photons
can be detected, and is commonly referred to as the detection dead time.
APDs for infrared photons
For visible and near-infrared photons with wavelengths shorter than 1 µm, single
photon APDs based on silicon deliver good performances. Commercial silicon
APDs are widely available offering high efficiency (∼50%) and low dark count rate
(<1000 s−1 ) [72, 78].
This is unfortunately not the case for single photons at telecommunication
wavelengths that lay beyond the 1 µm mark. For photons around 1310 or 1550 nm,
APDs based on a compound of Indium Gallium Arsenide and Indium Phosphide
(InGaAs/InP) are more commonly utilized 2 . While linear mode APDs based on
2

APDs made with germanium is also capable of near-infrared photon detection, but only up to
about 1400 nm, therefore is less commonly used than InGaAs
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InGaAs

3

have been present since the 1970s and are now widely adopted in the

telecommunication industry, InGaAs devices operating in Geiger mode have not
been reported until the late 1990s [79, 80]. Over the past two decades, more efforts
have been devoted to optimizing the performances of single photon InGaAs APDs
as well as commercialization of these devices [81, 82].
Despite the difference in material, the basic working principle of InGaAs APDs
is the same as APDs based on silicon and can be operated with the same quenching
circuit illustrated in Fig. 2.9. However, the performance of InGaAs APDs at their
working wavelengths is generally inferior compared to the silicon detectors in the
visible range. Difficulties in material engineering, as well as the smaller energy
bandgap in InGaAs semiconductors, lead to higher dark count rates and after
pulsing effects in InGaAs APDs, which gives a performance disadvantage to InGaAs
APDs [83].

2.2.2

Methods for characterizating of APDs

In this thesis, we used a number of APDs from different suppliers which include
both commercial modules and bare diodes. The performance of InGaAs APDs vary
from unit to unit even when they are from the same manufacturer and therefore
need to be characterized individually. We provide a summary of the different
characteristics of InGaAs APDs as well as methods of characterizing them.
Dark counts
Even without the presence of light, an APD can still breakdown and subsequently
generate pulses. These unwanted events are referred to as dark counts and are
typically caused by thermal excitation or tunneling of valence electrons in the p-n
junction [84]. In InGaAs devices, the probability of having a thermally triggered
dark count is higher than in a silicon APD owning to a smaller energy bandgap
between the valence band and conduction band. As a result, InGaAs APDs are
commonly cooled to low temperatures during operation.
The dark count rate of an APD can be easily measured by covering the active
area of the detector and simply counting the number of pulses per second. The
3

An InGaAs/InP APD are sometimes informally referred to as just an InGaAs APD for
simplicity. This is also partially because InGaAs is used as the absorption layer in such APDs
where the photoelectric effect takes place.
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InGaAs APDs in our setup is operated at a temperature of -50 ◦ C and exhibit dark
count rates typically between 5 × 103 and 3 × 104 s−1 .
Detection efficiency
Calibrated
Photodetector
Counter
1310nm

Irp

Single photon
level

APD
50:50
BS

1

2

3

4

5

6

Neutral Density Filters

Figure 2.10: Setup for characterizing the efficiency of an APD. Light of a singlephoton intensity level is prepared by strongly attenuating a 1310 nm laser with a
series of neutral density filters. Half of the laser power is measured with a calibrated
photodiode to provide a reference in optical power, which can be used to estimate
the average number of photons in the attenuated laser. The detection efficiency is
approximately the ratio between the detected number of photons and the estimated
number of photons in the attenuated laser.
Detection efficiency is the overall probability of generating a pulse given a photon
arrives at the APD. The efficiency η of an APD can be modeled as a product of
three parameters: η = ηc × ηq × Pa , in which ηc is the optical coupling efficiency
to the detector, ηq is the quantum efficiency of the APD absorption layer, and Pa
is the probability of triggering a detectable avalanche current given a photon is
absorbed by the APD (avalanche probability) [85]. The optical coupling efficiency
ηc and quantum efficiency ηq are generally fixed parameters that only depend on the
optical setup (or diode packaging for fiber-pigtailed APDs) and material properties
of the absorption layer, respectively. On the other hand, the avalanche probability
Pa depends not only on the structure of an APD’s absorption and avalanche layer
but also on its operating parameters such as reverse bias voltage and temperature.
Modeling an InGaAs APDs efficiency dependence can be non-trivial and has been
investigated in several different works [86–88].
The detection efficiency of an APD can be experimentally characterized with
the setup shown in Fig. 2.10. The measurement begins with a laser at 1310 nm
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generating a fixed amount of optical power (e.g. around 100 µW), which is then
divided by a 50:50 beam splitter. Half of the light is reflected and measured by
a calibrated reference photodiode, generating a photocurrent of IRPD . The other
half of the light propagates through a series of neutral density (ND) filters which
provides a high combined attenuation (e.g. 100 dB). Light is attenuated down to
the single photon level by the ND filters and is detected with the APD under test.
The APD’s detection efficiency η is estimated as the ratio between the corrected
count rate Cmeasured − Cdark (after subtracting the dark counts), and the number of
photons per unit time in the attenuated laser Claser :
η=

Cmeasured − Cdark
Claser

The rate of photons in the attenuated lase Claser can be calculated from the measured
photocurrent IRPD :
Claser =

1
IRPD
×T ×
S
hν

where S is the sensitivity of the reference photodiode, T is the combined transmission
of the ND filters and hν is the energy of a single photon at 1310 nm.
While this method of estimating the detection efficiency is conceptually simple,
meticulous care is required when conducting the measurement. The reference
photodiode needs to be carefully calibrated in order to provide accurate readings of
optical power; the loss of each ND filter (as well as any other optical components)
needs to be tested in advance and the optical coupling into the APD requires several
adjustments to account for small walk-offs caused by the filters. As a result, setting
up such a measurement can be challenging and time-consuming.
A complementary method is shown in Fig. 2.11 which instead allows comparing
the ratio between the detection efficiencies of two APDs. This measurement uses
a correlated photon source with a stable photon pair rate. One first measures the
coincidence rate using APD1 and APD2, then replaces APD2 with APD3 and repeats
the coincidence measurement. The ratio of detection efficiencies between APD2 and
APD3 approximately equals the ratio between the two measured coincidence rates 4 :
ηAPD2
R1,2
≈
ηAPD3
R1,3
4

This is a good approximation when the measured accidental coincidence rate is much lower
than the true coincidence rate.
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Signal

Idler

Figure 2.11: The setup used for comparing the detection efficiencies, as well as
for estimating the timing jitters between two APDs. In an efficiency comparison
measurement, the coincidence rate of a correlated photon source is measured twice
between APD1 and APD2/APD3 respectively. The ratio of efficiencies between
APD2 and APD3 is approximately the ratio between the detected coincidence rates.
In a timing jitter measurement, the arrival times of the signal and idler photons are
timestamped and cross-correlation between the two sets of timestamps is performed.
The timing jitters of APDs can be inferred from pair-wise measurements between
more than two detectors.
where R1,2 and R1,3 are the measured coincidence rates between APD1 and APD2/APD3,
respectively. Given a detector with known detection efficiency, one can reliably infer
the efficiency of other APDs by comparing them to this reference detector.
The InGaAs APDs used in this thesis include four commercial devices (ID220
infrared single-photon detector from IDQuantique), as well as four bare diodes
(PGQ-022U1550TFT negative feedback diode from Princeton Lightwave) assembled
with the passive-quenching circuit shown in Fig. 2.9. The detection efficiencies
for the 4 commercial devices were measured to be about 12%, 10%, 8%, and 5%,
respectively. On the other hand, the detection efficiencies of the other four APD
diodes were set to about 10% by adjusting the reverse bias voltage.
Timing jitter
The precise timing of a photon’s arrival is an essential task in many applications,
including QKD. However, measuring the photon arrival time with an APD typically
yields statistical variation larger than the fundamental timing uncertainty of the
photon. This variation is known as the timing jitter and is caused by various physical
effects in the detection process as well as electronic noise in the detection/timing

29

CHAPTER 2. GENERATING AND DETECTING ENTANGLED PHOTON
PAIRS IN THE TELECOM O-BAND
circuitry.
Measuring the timing jitter statistics of an APD directly can be difficult. One
needs to first generate photons with precise timing, which can in principle be
realized with an attenuated pulsed laser with a short duration (femtosecond level).
Alternatively with a few assumptions, one can use the same setup shown in Fig. 2.11
to estimate the timing jitter of detectors provided more than two of them are
available.

200

counts/s
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0
-400

-200

0
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400

delay (ps)
Figure 2.12: An exemplary cross-correlation histogram obtained by detecting signal
and idler photons with two commercial InGaAs APDs (ID220 APD module from
IDQuantique). The coincidence peak is fit to a Gaussian distribution with a standard
deviation σ = 64.5 ps. If one assumes an identical performance between the two
detectors, then they each have a standard deviation in timing jitter of 45.6 ps.

Using a pair of APDs, one can timestamp the signal and idler photons and
obtain a cross-correlation histogram. If we assume an APD’s timing jitter to be a
random variable with a Gaussian distribution, the resultant coincidence peak in the
histogram is also a Gaussian distribution (as shown in Fig. 2.12) with a standard
deviation
σ=

q

σ12 + σ22 ,
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where σ1 and σ2 are the standard deviations of timing jitter for APD1 and APD2.
In an exemplary case where three APDs are available, three such measurements can
be carried out in a pair-wise manner:
σ12 =

q

σ23 =

q

σ31 =

q

σ12 + σ22
σ22 + σ32
σ32 + σ12

With the measured standard deviations σ12 , σ23 and σ31 , one can solve for σ1 ,
σ2 and σ3 which indicate the standard deviations of timing jitter in the three APDs,
respectively. For practical reasons, we usually refer to the timing jitter of a detector
as twice the standard deviation. With this method, we observed a nominal timing
jitter around 100 ps for the InGaAs APDs in this thesis.
Dead time and afterpulsing
As mentioned in Section 2.2.1, an APD needs a short period of time to deplete
the free charge carriers and recover back its initial non-conducting state after an
avalanche. This period is called the dead time of an APD and can range from a
few tens of nanoseconds to even a few microseconds depending on the junction
capacitance of the APD and its external biasing circuitry. After a photon is detected,
an APD cannot detect any more photons until the dead time is over and the detector
is fully recovered.
Another effect that also happens after a photon detection is afterpulsing, which
refers to a spontaneous retriggering of the APD shortly after a detection event.
Afterpulses are usually caused by charge carriers trapped in lattice defects in the P-N
junction who are later released by thermal excitation, triggering another avalanche in
the detector. The probability of afterpulsing depends on the material and structure
of an APD and can vary from unit to unit, but is generally higher in InGaAs
detectors than silicon devices. The time constant of afterpulsing (the average time
that an afterpulse takes place after a detection event) for an InGaAs APD is on the
order of hundreds of nanoseconds (black trace in Fig. 2.13) and is usually longer at
a lower temperature.
The effect of afterpulsing can be suppressed by adopting an active-quenching
circuit or by deliberately adding an extra detector dead time. As a trade-off, the
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Figure 2.13: Autocorrelation histograms processed from photon timestamp traces,
which reflect the distribution of timing intervals between subsequent detection
events. The photons are generated from a strongly attenuated 1310 nm laser and are
detected with a passively quenched APD diode (PGQ-022U1550TFT from Princeton
Lightwave) using different dead time settings. With no extra dead time imposed
(black trace), afterpulses are likely to occur within 1 µs following a detection event.
The APD recorded a count rate of about 370 000 counts/s, and this rate is reduced to
about 181 000 counts/s after imposing a 1 µs dead time to the detector (blue trace).

choice of dead time also limits the maximum number of detectable events per unit
time. For the InGaAs APDs in our work, we typically set a dead time of 1 µs (blue
trace in Fig. 2.13) with a maximum detectable photon rate of 106 counts/s which is
higher than the typical measured count rate in our setup (< 3 × 105 counts/s). As
a result, this choice of deadtime effectively suppressed the number of afterpulsing
events without imposing any significant detection loss to our system.
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Chapter 3
Breakdown Flash from InGaAs
Avalanche Photodiodes
The security of QKD protocols can be proven under models in which assumptions
are made on the parameters of the physical channels and devices, such as loss,
efficiency and dark count rate [22, 27]. However, there is a gap between the
behavior of realistic devices and parameters in a model. The realistic behavior of
devices sometimes lead to vulnerablities that can be exploited by an eavesdropper,
which compromise the security of a QKD implementation. These vulnerablities,
also referred to as side channels in some context, include mismatches in detector
efficiencies [89–91], flaws in light source [92] and many more.
One of such side channels in QKD implementations comes from a property of
realistic single photon avalanche photodiodes. Upon the detection of a photon, an
APD emits fluorescence light after the avalanche breakdown process. This light
emission is due to the recombination between free electrons and holes in the APD
junction, which are previously excited to conduction band during the avalanche
process. This fluorescence light was first observed in silicon based APDs [93–95]
which shows a spectrum ranging from 700 nm to 1000 nm [96]. Similar fluorescence
has been observed recently in InGaAs APDs [97–99] as well as InGaAs APD
arrays [100, 101] which have wavelengths also within the telecommunication range
(∼1500 nm) [98].
It was pointed out in [96] that this fluorescence (typically referred to as ’breakdown flash’, ’backflash’ or ’electroluminescence’) can reveal information about the
photon detection process to an eavesdropper. As suggested in Fig. 3.1, an eavesdropper can monitor the optical channel for breakdown flash which leaks information
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Figure 3.1: A single photon carrying information on phase or polarization is sent
from Alice to Bob. The detection of the photon triggers breakdown flash which is
partially coupled back into the fiber channel, giving Eve access to the timing and/or
polarization information of the detected photon.

about the arrival times of QKD photons. Moreover, in polarization encoding QKD
with passive basis-choice scheme, the leaked breakdown flash photons from different
detectors can have different polarization states as they propagate through different
ports of polarization beam splitters in the measurement setup [102]. In this case,
an eavesdropper can determine which detector receives a photon at any given time
simply by measuring the polarization of breakdown flash light leaked back to the
optical channel.
As such, a strategy must be in place to reduce or eliminate this side channel.
In this chapter, we investigate the breakdown flash from two commercial InGaAs
single photon detector modules. We utilize a simple method to identify breakdown
flashes from these devices which only involves a coincidence measurement between
the two detectors. In doing so, we provide an estimation of the breakdown flash
probability. We also characterize its spectral distribution over the entire telecom
wavelengths and conclude that the breakdown flash can be effectively supressed by
applying spectral filtering.

3.1

Identifying Breakdown Flash from InGaAs
APDs

The emission of breakdown flash happens when an avalanche is triggered in an
APD, which is accompanied by a detection event being registered. This detection
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Figure 3.2: (a) Experimental setup for detecting the breakdown flash. The two
APDs are optically coupled to each other by a pair of reflective collimators (RC1
and RC2). It takes ∆t ≈ 32.5 ns for a photon to travel the optical distance between
APD1 and APD2. (b) Schematics of the lengths of fibre patchcords. The output
signals from APDs are sent to an oscilloscope with an electrical delay ∆t′ ≈ 127 ns
applied to APD1. The oscilloscope triggers on signals received from APD2, and
records the arrival times of signals from APD1. We record coincidence both events
where APD1 emits a breakdown flash that is detected by APD2, and the other way
round. An optical bandpass filter in a another measurement to suppress the number
of breakdown flash events. The transmission profile of the bandpass filter is shown
in (c).

event can be an actual impinging photon or a dark count in the detector. Either
type of events can induce avalanche breakdown in an APD and therefore emits the
same breakdown flash light [103]. While the amount of light emitted in a breakdown
flash is not necessarily microscopic [93], previous studies suggest that the detectable
emission intensity (factor in the coupling loss and detector efficiency) is on the single
photon level [96, 98]. As such, an APD can both generate and detect a breakdown
flash.
The detectors under investigation are two InGaAs APD based single-photon
counting modules (ID220, ID Quantique, with fibre input), labelled APD1 and APD2.
We use the setup shown in Fig. 3.2 (a) where each detector acts as both source
and detector. In order to observe the breakdown flash events, the fibre-coupled
detectors APD1 and APD2 are optically coupled through free space by a pair of
reflective collimators (RC1 and RC2) with an overall transmission of 89% (including
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fibre losses). The reflective collimators are placed about 20 cm apart with each one
connected to a detector through 3 meters of optical fiber.
The output from the two detectors are connected to two channels of an oscilloscope
(Lecroy Waverunner 640 Zi) which serves as a time tagging device in this measurement.
Once the oscilloscope receives a signal from APD2 as a trigger (t = 0 ns), it waits for
any signals comes from APD1 within the next 250 ns and timestamp these signals
with respect to the trigger with a timing resolution of 100 ps. A variable electrical
delay is applied to APD1 to offset the signal arrival times such that only positive
time differences for all interesting events are recorded by the oscilloscope.
The experimental setup is kept in the dark such that the breakdown flash
is only caused by dark breakdown events in the APDs. Under this condition,
we observe single detector event rates of (1.00 ± 0.016) × 104 s−1 for APD1, and
(0.533 ± 0.019) × 104 s−1 for APD2 which corresponds to the dark count rates of
the two detectors.
When there is a breakdown event in APD2 at t = 0 ns, the oscilloscope is
triggered. Such an event in APD2 causes a breakdown flash and emits photons
that arrive at APD1 after a traveling time ∆t ≈ 32.5 ns (about 6 m of fiber length).
These photons are detected and generate a signal from APD1 which is delayed
by ∆t′ ≈ 127 ns due to the electrical delay. This signal is timestamped by the
oscilloscope at t = ∆t + ∆t′ , which indicates a breakdown flash emitted from APD2
and detected by APD1.
Alternatively, a breakdown event in APD1 at t = −∆t will cause a breakdown
flash that reaches APD2 at t = 0 and triggers the oscilloscope. The corresponding
breakdown signal from APD1 reaches the oscilloscope and is recorded at t = ∆t′ −∆t.
In contrary to the previous case, this indicates a breakdown flash from APD1 detected
by APD2.
With this setup, we accumulate events for 12 hours and obtained a histogram
of the event timings which is shown in Fig. 3.3 (a). Two dominant peaks are
identified with peak 1 located at t1 = ∆t′ − ∆t ≈ 95 ns and peak 2 located at
t2 = ∆t′ + ∆t ≈ 159 ns. With different nodes in this setup labelled in Fig. 3.2 (b),
these peaks correspond to breakdown flash events between the two APDs along
paths A-B-C-D and D-C-B-A, respectively. Each peak has a full width at half
maximum (FWHM) of about 700 ps. The separation between the two peaks is
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Figure 3.3: (a) Histogram of signal arrival times from APD1 recorded by an oscilloscope. Peak 1 corresponds to APD1 emitting a breakdown flash that detected
by APD2 (path A-B-C-D), peak 2 to the reverse direction (path D-C-B-A). Peak 3
is suspected to be due to the afterpulsing of APD1. Peaks 4 and 5 are due to the
back reflection of breakdown flash light at fibre joints (paths A-B-C-D-C/B-D and
D-C-B-A-B/C-A). (b) Same measurement, but with a bandpass filter in the optical
path. The number of breakdown flash events is suppressed by a factor of over 100.
An integration time of 12 hours is used for both measurements.

t2 − t1 = 2∆t ≈ 65 ns, which is about twice the optical transit time from A to D.
Peak 3 (t ≈ 166 ns) and its counter part (t ≈ 88 ns) are suspected to be breakdown
flashes triggered by afterpulsing counts in the APDs [97]. Peak 4 (t ≈ 190 ns) actually
consists of two small peaks seperated 1.8 ns apart. They are possibly due to photon
back reflections at the reflective collimators from a secondary breakdown flash in
APD1 (triggered by flash photons from APD2), i.e., follow a path D-C-B-A-B/C-A.
The timing difference between peak 4 and peak 2 is about 31 ns, which corresponds
to a fibre length of about 6 meters (from point A to B/C then back to A, Fig. 3.2(b)).
Peak 5 (t ≈ 223 ns) is suspected to be a tertiary breakdown from APD2 (triggered
37

CHAPTER 3. BREAKDOWN FLASH FROM INGAAS
AVALANCHE PHOTODIODES
by photons from the secondary flash in APD1), as it is approximately 64 ns away
from peak 2 and the timing difference matches a fibre length of about 12 meters
(from point A to D then back to A, Fig. 3.2(b)).
This measurement was repeated with a bandpass filter (transmission profile
shown in Fig. 3.2(c)) inserted between RC1 and RC2. The passing band of the
filter is centered at 1300 nm with a FWHM of 10 nm. The events timing histogram
obtained from this measurement is shown in Fig. 3.3 (b). At the same positions, the
main peaks are suppressed by a factor of about 100, while the other small peaks
are no longer observable. This indicates that spectral filtering could be used as a
countermeasure to effectively reduce the breakdown flash.
While an oscilloscope can identify breakdown flash events with excellent timing
resolution, the recorded timing histogram (Fig. 3.3) in the previous measurement
does not allow us to directly determine the absolute detection rates of breakdown
flash photons. This is because the timing acquisition of an oscilloscope is constantly interrupted by data processing which takes an unpredictable amount of
time. Therefore we replaced the oscilloscope with a hardware coincidence stage
to obtain an estimation of the absolute probability of detecting a breakdown flash
event. (Fig. 3.4(a)).
The physical setup remains mostly the same as the previous measurement, except
that the electrical delay after APD1 is adjusted to be the same value as the photon
propagation time ∆t. Under this configuration, an initial breakdown signal from
APD1, and the breakdown flash signal from APD2 arrive at the coincidence stage
at approximately the same time. A coincidence event is identified when the two
signals arrive within a time window of 500 ps, which indicates a breakdown flash
emitted from APD1 detected by APD2. The number of coincidences is continuously
recorded by a hardware counter thus avoiding the dead time of the oscilloscope in
the data processing. Similarly, the number of breakdown flash events from APD2 is
measured in the same manner, except that the same electrical delay is applied after
APD2.
For each configuration, we continuously record the number of coincidences for
12 hours. We detect a rate of 44.4 ± 2.2 s−1 from APD1 to APD2, and 22.2 ± 1.6 s−1
from APD2 to APD1. These coincidence rates are normalized by the count rate of the
emitting APDs, which then yields a probability of 0.44% ± 0.02% for APD2 detecting
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a breakdown flash from APD1, and a probability of 0.42% ± 0.03% in the reverse
direction. As a noise baseline, the rate of accidental coincidences is also measured
by blocking the optical path between the APDs, yielding a rate of 0.032 ± 0.057 s−1 ,
with dark count rates of (9.55 ± 0.18) × 103 s−1 and (5.46 ± 0.20) × 103 s−1 for APD1
and APD2, respectively.
When the bandpass filter shown in Fig. 3.2 (c) is applied, these probabilities
are reduced to 0.0049% ± 0.0023% and 0.0057% ± 0.0033%, which corresponds to
detection rates less than 0.5 s−1 . Therefore, applying spectral filtering can effectively
suppress the rate of breakdown flash by two orders of magnitude.

3.2
(a)

Spectral Distribution of Breakdown Flash
RC1

(b) RC1

A
M

APD1

Delay
Coincidence
Logic

B APD2

RC2

Grating

Counter

RC2

Figure 3.4: (a) Setup for a coincidence measurement to determine the rate of
detecting breakdown flashes from APD1. An electrical delay is applied to APD1
such that the dark count signal from APD1 and the breakdown flash signal from
APD2 arrive at the coincidence stage at the same time. A counter is used to log the
number of events per second. The setup can also measure the breakdown flash rates
from APD2 with the electrical delay connected to APD2. (b) Setup for measuring
the spectral distribution of the breakdown flashes. The working principle is the same
as the one in (a), except that the reflective collimators are replaced by a grating
monochromator to select different transmission wavelength.
In the previous section, we saw that a large suppression in breakdown flash
probability can be achieved even with a relatively wide-band filter (10 nm FWHM).
This suggests that the spectral distribution of breakdown flash photons could be
covering a much wider wavelength range than the bandwidth of the filter. However,
spectral information available from a single bandpass experiment is somewhat limited
to draw such a conclusion.
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We therefore analyze the spectral distribution of the breakdown flash with a
setup shown in Fig. 3.4(b). A monochromator consisting of a reflective grating
(600 lines/mm, blazed at 1.25 µm) and a pair of reflective collimators (RC1 and RC2)
is inserted in the optical path between the two APDs. The grating acts as a tunable
filter that changes the central transmission wavelength by adjusting its rotation
angle. To estimate the spectral resolution of the monochromator, we measure the
instrument response to a 1310 nm single mode diode laser, and find a full width
at half maximum (FWHM) of 3.3 nm. For the first-order diffraction of the same
1310 nm light, we observe an overall transmission of 51% from point A to B in
Fig. 3.4(b).
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Figure 3.5: Spectral distribution of the InGaAs APD breakdown flash. The integration time for each data point is 30 minutes. We record cases where APD1 emits a
breakdown flash that is detected by APD2 and vice versa. The two spectra range
from 1000 nm to 1600 nm and peak at about 1300 nm. The dashed line indicates
the background due to accidental coincidences.
We sampled 84 wavelengths ranging from 1000 nm to 2000 nm with a grating angle
incrementation of 0.28 ◦ . The same coincidence measurement used in Fig. 3.4 (a) is
performed here, but with an integration time of 30 minutes. The results are shown in
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Fig. 3.5. The detected coincidence events span a wide range from 1000 nm to 1600 nm,
with a maximum at about 1300 nm. We note that these results are not corrected for
the transmission efficiency of the monochromator, nor the wavelength-dependent
detection efficiencies of the APDs. However, the observed spectra (Fig. 3.5, left
axis) follow closely the wavelength-dependent quantum efficiency of the APDs [104]
(right axis). As a result, we are not able to detect spectral components outside this
1000 nm-1650 nm band bounded by APD efficiency. The close match of spectral
sensitivity and observed spectrum suggests that the spectral distribution of the
breakdown flash photons could be relatively flat over the whole region we are able to
observe, and could even extend beyond that sensitivity range. A more comprehensive
measurement of the actual spectrum would require more wide-band photodetectors.
The recent progress with superconducting nanowire detectors [74] would make these
devices a good choice for such a measurement.

Concusion
Similar to their silicon counterparts [96], commercial InGaAs single-photon
detectors do exhibit breakdown flash. We characterized the breakdown flashes
from two such devices by measuring the coincidences between the breakdown flash
photons and the dark count events that triggered them. We measured the detection
probability of breakdown flash events which is about 0.4% with these devices. Given
that these APDs have a nominal detection efficiency of about 10%, the breakdown
flash could contain at least 0.04 photons emerging from the fiber connector of
the devices. This non-negligible amount of photons may result in an amount of
information leakage that cannot be overlooked in practical QKD implementations.
In some sense, this should not come as a surprise, as light emission for electronhole recombinations in direct bandgap semiconductors like InGaAs is more likely
to happen compared to indirect bandgap semiconductors like Silicon. However, a
direct comparison with photon numbers due to the breakdown flash between the two
APD types is not directly obvious: the overall number of photons in a breakdown
flash is likely to be proportional to the number of free charge carriers released in
a breakdown, which is significantly smaller in InGaAs APDs compared to Silicon
APDs due to the lower excess voltage above breakdown. The optical coupling of the
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detectors is also different between the devices used in this measurement (multi-mode
fibers coupled to the diodes) and ones used in earlier experiments [96] (free-space
coupled), which makes it difficult to make a fair comparison between the reported
rates.
The spectral distribution of breakdown flash from these InGaAs APDs appears
to be relatively wide. Thus, a spectral filter in front of an APD is an effective countermeasure to prevent potential information leakage in a quantum key distribution
scenario. With the measurements shown in this chapter, the observed breakdown
flash probability can be used to provide an upper bound for estimating the number
of photons being leaked back to the optical channel due to breakdown flash.
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Chapter 4
Distributing Correlated Photon Pairs
across Telecom Fiber
Utilizing fibers to distribute entangled photon pairs to different parties in QKD
is a tempting alternative to photon distribution over free space. Within a small
metropolitan area, optical links can be established through existing telecommunication fiber networks to connect strategic locations at a low cost. The optical links can
be easily switched between different pairs of users by rerouting the fibers, and even
enable multi-user QKD services [105] or QKD/conventional-data coexistence [106]
through wavelength division multiplexing.
Despite all the merits, challenges remain when it comes to the transmission of
photon pairs across long optical fibers. Apart from the higher transmission loss
(∼ 0.34 dB/km at 1310 nm), dispersion effects in fiber can have various effects on
the timing and polarization states of the entangled photon pairs. In this chapter,
we will focus on the fiber chromatic dispersion, which affects the timing correlations
of an entangled photon pair.

4.1

Effect of chromatic dispersion on photon pair
distribution

Chromatic dispersion refers to the phenomenon by which different spectral
components of light travel at different velocities in a medium. This difference in
velocity causes a spread in the group delay of an optical pulse, which results in a
broadening in the time domain. In a telecommunication fiber with length L, the
spread in duration ∆T of an optical pulse with bandwidth ∆ω is approximately:
∆T = L|βλ |∆ω,
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where the coefficient |βλ | is the group velocity dispersion parameter at wavelength
λ [57]. In fiber optics communication where optical bandwidth is typicall expressed
as difference in wavelengths ∆λ, Eq. 4.1 can also be written as:
2πc
L|βλ |∆λ
λ2
= L|Dλ |∆λ,

∆T = −

(4.2)

where c is the speed of light in vacuum. In this expression, an equivalent dispersion
parameter Dλ is adopted taking units of ps/(nm·km). This dispersion parameter
depends on the material property of the medium as well as the waveguide structure
in the case of fiber transmission. For SMF28 fibers, the dispersion parameter is
about 18 ps/(nm·km) at 1550 nm, which is the typical wavelength for fiber optics
communication [54].
The dispersion parameter Dλ in Eq. 4.2 (or βλ in Eq. 4.1) can take both positive
and negative values at different wavelengths. A positive dispersion parameter means
that shorter wavelength components of a pulse travel faster than longer ones, and
vice versa for a negative dispersion. In standard SMF28 fibers, both positive and
negative dispersion is available due to a competition between the material property
of silica and the fiber waveguide structure [107]. As a balance between the two
contributions, a zero-dispersion wavelength can be found typically between 1304 nm
and 1324 nm, with a slope of dispersion as low as 0.092 ps/(nm2 · km) [54].
Similar to pulse broadening, chromatic dispersion increases the timing uncertainty
of a photon as it propagates through a fiber. This effect can be easily observed
when measuring the timing correlations between a pair of photons generated from
SPDC process. As shown in Fig. 4.1 (a), time-correlated photon pairs are generated
via type-0 SPDC and are routed to two single photon detectors through two fibers.
The arrival times of photons at detectors 1 and 2 are registered by two time-tagging
units as {ti } and {tj } respectively. These timestamps are processed into sets of
delays (d1 and d2 ) such that:

d1 (t) =

X

δ(t − ti );

d2 (t) =

i

X
j
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Figure 4.1: Experimental setup for measuring the timing correlations of photon
pairs propagating over long fibers. In the asymmetric configuration (a), one of the
photons is transmitted through a long fiber while the other photon is detected locally.
In the symmetric case (b), both photons are sent through the same long fiber and
are only separated after fiber transmission. Both measurements are repeated with
different fiber lengths ranging from 1 km to 10 km.

The cross-correlation between the two sets of delays can be computed as c(τ ):
c(τ ) =

Z

d1 (t)d2 (t + τ )dt.

The cross-correlation between pairs of SPDC photons will exhibit a peak at τ = t0 ,
where t0 corresponds to the difference in time of flight between the two fibers. Locating this peak allows us to identify photons from the same pair, which is an important
step in entanglement-based QKD [108]. Broadening of this coincidence peak lowers
the ratio between true coincidences and accidental events which eventually increases
the number of errors in QKD. As a result, minimizing the width of this coincidence
peak is an important consideration in entanglement-based QKD [109].
With the setup shown in Fig. 4.1 (a), a different amount of dispersion is introduced
by increasing the length of fiber from 1 km to 10 km, using multiple 1 km-long fiber
spools. The resulting cross-correlation histograms are shown in Fig. 4.2, which
exhibits an obvious increase in the width of coincidence peaks in longer fibers. The
FWHM of the coincidence peak is approximately a linear function of fiber length
with a slop of about 167 ps/km (Fig. 4.6).

45

Counts

CHAPTER 4. DISTRIBUTING CORRELATED PHOTON PAIRS ACROSS
TELECOM FIBER

-2 0 2

-2 0 2

-2 0 2

-2 0 2

1km

2km

3km

4km

-2 0 2 -2 0 2 -2 0 2
Delay (offsetted, ns)
5km
6km
7km

-2 0 2

-2 0 2

-2 0 2

8km

9km

10km

Figure 4.2: Timing correlation of photon pairs with only one of the photons propagates through a long fiber with lengths varying from 1 km to 10 km. The delay in the
time of flight in fiber is offset to zero and the count rates in different measurements
are normalized to the same height for easier comparison of the coincidence width.

With our SPDC source operating around 1316 nm which is close to the zerodisperison wavelength, the degradation of timing correlation is still manageable with
this amount of increase in the width of the coincidence peak. The effect can be
significant for SPDC photons generated at wavelengths with significant dispersion
(e.g. at 1550 nm with dispersion parameter of 18 ps/(nm·km)). In such cases, narrowband spectral filtering is required for fiber transmission of photon pairs at the cost
of reducing the throughput of the entire system [110].

4.2

Nonlocal dispersion compensation at telecom
O-band

If two optical pulses are initially coincident and propagate through fibers with
dispersion, both pulses will experience broadening regardless of the sign of dispersion.
A cross-correlation measurement on the arrival times of the two pulses using single
photon detectors (assuming the pulses are attenuated to single photon level intensity)
will yield a width of coincidence peak larger than the duration of any of the broadened
pulses. This result is intuitive as the time discrepancies of two independent pulses
can only add up in a cross-correlation measurement.
However, this is not necessarily the case for the propagation of a pair of SPDC
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Figure 4.3: Mechanism of nonlocal dispersion compensation. (a) Both signal and
idler photons are generated far away from the zero-dispersion wavelength λ0 of the
fiber. The two photons are dispersed by β1 x1 and β2 x2 , respectively, where the
dispersion coefficients β1 and β2 are both positive. In the time domain, both photons
are chirped with shorter wavelength components taking a lead in time. As the
signal and idler photons are anticorrelated in wavelength, the difference between the
minimum and maximum possible delays ∆τmin and ∆τmax is large which denotes an
increased discrepancy in the timing correlation. (b) When the degenerate wavelength
λd of photons coincide with the zero-dispersion wavelength of fiber λ0 , the signals
and idlers undergo opposite dispersion. In this case, the anticorrelation in wavelength
minimizes ∆τmax − ∆τmin , which yields a smaller discrepancy in timing correlation.
photons. It was shown by Franson in 1992 that the chromatic dispersion experienced
by one photon can be canceled out by the dispersion experienced by the other photon
in a way that the two photons remain coincident [111]. This cancellation is nonlocal
as it can happen between two spatially separated photons. As a result of this
cancellation, the timing correlation between the two photons which is represented by
the width of the coincidence peak can be well preserved as if there were no dispersion
at all. In his work, he derived the width of the coincidence peak σ in the presence
of dispersion:
σ 2 = 2σ02 +

(β1 x1 + β2 x2 )2
,
2σ02

(4.3)

where σ0 is the coherence time of the photons (assuming the two photons have
identical bandwidth) and x1 , x2 are the propagation distances. The dispersion
coefficients β1 and β2 can have opposite signs, which corresponds to a partial
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compensation in the total dispersion amount. Perfect cancellation of dispersion is
achieved when β1 x1 + β2 x2 = 0 [111].

Counts (normalized)
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Figure 4.4: Spectrum of the correlated photons used to investigate effects of chromatic
dispersion in fiber. Photon pairs are generated from the SPDC source described in
Chapter 2 of the thesis, which is centered around 1316 nm and limited by a 50 nm
bandpass filter. The bottom diagram shows the dispersion value of the standard
SMF-28e fiber from Corning [54], with a particular zero-dispersion wavelength at
1316 nm. The signal and idler photons propagating in this fiber experience negative
and positive chromatic dispersion, respectively.
The effect of nonlocal dispersion cancellation can be understood by considering
the energy (wavelength) anticorrelation of a photon pair generated from SPDC in
the presence of dispersion. Due to the conservation of energy, the longer wavelength
(lower energy) components of a photon are temporally correlated with the shorter
wavelength (higher energy) components of its sister photon. When propagating in a
fiber with positive dispersion, shorter wavelength components of a photon travel
faster while the longer wavelength components lag behind, which eventually leads
to a chirp in the photon.
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When both photons experience positive dispersion as shown in Fig. 4.3 (a), the
maximum delay ∆τmax corresponds to the case where a signal photon is detected
on the trailing edge (longer wavelength) of the wavepacket while an idler photon is
detected on the leading edge (shorter wavelength). In contrast, the minimum delay
∆τmin is the time difference between the leading edge of the signal photon and the
trailing edge of the idler photon. In this case, where both photons are positively
dispersed, ∆τmax − ∆τmin is large which implies an increased timing discrepancy
between the detection of two photons.
Dispersion cancellation happens when the two photons encounter dispersion with
opposite signs as shown in Fig. 4.3 (b), which corresponds to the case where β1 and
β2 in Eq. 4.3 takes different signs. Under this condition, the chirp imparted on one
of the photons is reversed compared to its sister photon. The difference between the
maximum and minimum delay between the photon detection times ∆τmax − ∆τmin
is smaller compared to the previous case and therefore leads to a smaller timing
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Figure 4.5: Timing correlation of photon pairs with both photons propagating
through the same fiber with varying lengths. The timing correlation is much better
preserved over these distances as compared to the previous case (Fig. 4.2)
.
We experimentally demonstrate the effect of dispersion cancellation using a setup
shown in Fig. 4.1 (b). The degenerate wavelength of the correlated photon pair
source is at 1316 nm which is close to the zero-dispersion wavelength in standard
telecommunication fibers. The source emits photons with a 50 nm bandwidth which
spans over both sides of this wavelength (Fig. 4.4). In this measurement, both signal
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and idler photons are coupled into the same fiber with lengths varying from 1 km to
10 km. The photons are separated after fiber propagation with a wavelength division
demultiplexer edged at 1316 nm, and are detected and time-tagged respectively.
With the dispersion experienced by signal and idler photons canceling each other,
the timing correlation of photon pairs is better preserved over increasing fiber length
(Fig. 4.5). The widening of coincidence peaks over distance is reduced to about
18 ps/km in this symmetric configuration as shown in Fig. 4.6.
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Figure 4.6: Cross-correlation peak width (FWHM) for photon pairs after propagating
through various lengths of SMF28 fiber. In the asymmetric case where one photon
is detected locally with a negligible amount of chromatic dispersion while the other
photon travels through different fiber lengths, the FWHM increases with lengths
with a slope of 167 ps/km. In the symmetric case where both photons propagate
through the same fiber length, this slope is reduced to 18 ps/km.

We also observe the effect of dispersion cancellation as we transmit photons
through two individual deployed telecommunication fibers each with a span of about
10 km. We conduct similar measurements with only one photon propagating over
fiber, as well as with both photons transmitted through two fibers separately. The
obtained histograms are shown in Fig. 4.7 (a) and (b). We observe a coincidence
peak FWHM of 1.93 ns with only one photon being transmitted and an FWHM of
0.26 ns when both photons are transmitted.
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Figure 4.7: Timing correlation of photon pairs propagating in deployed telecommunication fibers.

Concusion
The measurements shown in Fig. 4.6 and 4.7 demonstrate that correlated photon
pairs with appropriately engineered spectral properties can exhibit nonlocal dispersion cancellation which results in better-preserved photon timing correlation over
long distances. This capability makes it possible to use entangled photon sources
with a broad spectrum without being susceptible to significant broadening in timing
coincidence due to chromatic dispersion. For photon pairs at the telecom O-band, the
degree of dispersion cancellation can be adjusted by tuning the spectral properties
of the photons, therefore eliminating the usage of extra dispersion-compensating
fibers.
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Chapter 5
Entanglement-Based Quantum Key
Distribution with Active Polarization Compensation
In chapter 4 we discussed the issue of fiber chromatic dispersion and how it
causes degradation of timing correlation between a pair of SPDC photons. This
effect on the timing of photons can be alleviated by operating QKD at the telecom
O-band which is close to the zero-dispersion wavelength of standard fibers.
Apart from the timing effect, a long fiber can also affect the polarization states
of propagating photons due to its routing geometry as well as the presence of fiber
birefringence. These polarization effects include depolarization and random rotations
of the polarization states of propagating photons. These polarization effects can
cause an increased error rate in QKD operation, and eventually prevents keys from
being generated. This leads to a limited usage of optical fibers as the transmission
channels for polarization-entangled QKD.
In this chapter, we investigated these polarization effects in a deployed fiber link
and propose a scheme to actively compensate for polarization state rotation. This
compensation is an essential step to enable the operation of polarization-encoded
QKD over fiber. With this compensation scheme, we implement a full QKD setup
over a deployed fiber and demonstrated a stable generation of encryption keys.

5.1

Polarization effects in a deployed fiber

The cross-section of a real fiber does not have perfect circular symmetry. The
shape of a fiber core can deviate slightly from a circle due to imperfections in
manufacturing or external stress. As a result, a short segment of fiber typically
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(a)

(b)

......
Figure 5.1: (a) A short segment of fiber possesses a small amount of birefringence.
When an optical pulse is not polarized along the fast/slow axis of the fiber segment,
its two orthogonal polarization components will experience a difference in group delay
∆τ . (b) A longer fiber is modeled as a series of short fiber segments concatenated
together, with each segment having an unknown amount of birefringence and
being oriented randomly. When broadband light propagates across such a long
fiber, the polarization of different spectral components of light undergoes different
transformations which leads to depolarization.

possesses a small amount of birefringence, which gives rise to two different group
velocities for propagating optical pulses polarized along the fast or slow axis. If
an optical pulse is polarized along neither axis, its two orthogonal polarization
components will experience different amount of group delay which eventually leads
to pulse broadening as shown in Fig. 5.1 (a) [112]. This effect is somewhat similar
to chromatic dispersion in which pulse broadening is caused by the wavelengthdependent phase velocity, and is therefore called Polarization Mode Dispersion
(PMD).
A longer fiber can be considered as a concatenation of a series of short fiber
segments, with each segment having a random amount of birefringence oriented in
arbitrary directions as shown in Fig. 5.1 (b). As a consequence, the accumulated
difference in group delay ∆τ (also sometimes referred to as the total link PMD)
follows a random walk, and is proportional to the square root of fiber length L [113]:
√
∆τ = Dpmd L

(5.1)

where the coefficient Dpmd is called the PMD parameter of the fiber and is typically
√
expressed in units of ps/ km. The PMD parameters for telecommunication fibers
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Figure 5.2: (a) Experimental setup for characterizing the effect of fiber depolarization
due to PMD. Laser light with tunable wavelength (1270 nm to 1370 nm) propagates
through a linear polarizer and is coupled into the fiber under test. At different
wavelengths, the polarization of the transmitted light is measured with a polarimeter
at the end of the fiber. (b) The measured polarization states with different input
wavelengths follow trajectories on the surface of the Poincaré sphere. The measurement was first conducted over a short fiber patch-cord with a negligible amount of
PMD (red trace), then over a deployed 10 km fiber with different wavelength ranges
(blue and black).
√
in modern days can be as low as 0.04 ps/ km [54], while older fibers may exhibit
√
higher values on the order of 1 ps/ km [114]. Even with a moderately long fiber (e.g.
∼100 km), PMD causes a difference in group delay on the order of a few picoseconds
and is negligible compared to the contribution from chromatic dispersion. As a
result, PMD has a limited influence on the timing correlation of entangled photon
pairs as long as the chromatic dispersion is not fully compensated.
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Depolarization due to PMD
However, PMD can have a significant effect on the polarization state of photons,
especially when they are generated from a SPDC process and have a large spectral
bandwidth. If the coherence time of these photons τc is shorter than the differential
group delay ∆τ caused by PMD, the two orthogonal polarization components of
the photons will no longer overlap coherently and the photons become depolarized.
This depolarization effect can also be viewed as the consequence of a change in the
output polarization with wavelength [115]. When propagating across a fiber, different
spectral components of a photon, despite having the same initial polarization, are
transformed into different polarization states at the fiber output due to the presence
of PMD.
A common method to characterize this depolarization effect is illustrated in
Fig. 5.2 (a) [116]. Light from a wavelength-tunable laser is prepared with a fixed
polarization using a linear polarizer. This light propagates across the fiber under
test and incident on a polarimeter. At each wavelength within the range of the
tunable laser (1270 nm to 1370 nm), the laser light is approximately monochromatic
and the polarization at the fiber output is recorded as a point on the surface of the
Poincaré sphere.
For a short fiber patch-cord with a negligible amount of PMD, the output
polarization stays mostly constant over the entire 100 nm wavelength range as shown
by the red trace in Fig. 5.2 (b). The wavelength dependence of output polarization
becomes significant when the short patch-cord is replaced with a 10 km deployed fiber,
which corresponds to the blue trace in the same figure. With the laser wavelength
tuned over 100 nm, the output polarization states cover a large span over the surface
of the Poincaré sphere surface. The situation can be improved by narrowing down
the wavelength range to 1296-1316 nm as shown by the black trace in Fig. 5.2 (b).
This wavelength range corresponds to the 20 nm bandwidth of the signal photons
from our SPDC source. With this narrower bandwidth, the output polarization
states are more localized and the depolarization effect becomes less severe.
In each measurement, the Degree of Polarization (DOP) can be estimated by
taking a vector average of the ensemble of points on the Poincaré sphere, wherein
the DOP is the magnitude of the resulting averaged state vector. With a 100 nm
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bandwidth, the DOP of light propagating across the short patch-cord (red trace) is
about 0.99, which suggests that light is hardly depolarized across the short fiber 1 .
With the same optical bandwidth, the DOP drops to about 0.31 across the 10 km
deployed fiber (blue trace) and is brought back to about 0.95 when the bandwidth
is limited to 20 nm (black trace).
From this measurement, we deduce that the 10 km deployed fiber can be used to
transmit photons with 20 nm bandwidth without causing too much depolarization
to their states. This deduction is double confirmed with a separate measurement
on the total link PMD, which is conducted with a commercial device (FTB-5500B
PMD analyzer from EXFO). This measurement yields a total link PMD of about
0.1 ps, which is smaller than the coherence time of the down-converted photons
from out SPDC source (∼ 0.28 ps for 20 nm bandwidth at 1310 nm). From these
measurement results, we conclude that this 10 km deployed fiber exhibits only a
small amount of depolarization and therefore can be utilized as the transmission
channel for polarization-entangled QKD.
Polarization rotation in an optical fiber
If a photon propagates across a fiber whose link PMD is smaller than its coherence
time, then the photon’s orthogonal polarization components are still overlapped
coherently at the fiber output. The resulting difference in group delay only causes
a change in the photon’s polarization similar to the effect of a series of randomly
oriented waveplates. This effect, combined with the fiber routing geometry, leads to
an overall rotation of polarization state when represented as a point on the Poincaré
sphere.
This rotation of polarization state is typically time-dependent due to the fact
that fiber birefringence can be sensitive to changes in environmental parameters
such as temperature and stress. Depending on different types of fiber deployment
(i.e. aerial/underground), the rate of change in this polarization rotation can vary
significantly [117]. For the same 10 km deployed fiber mentioned in the previous
section, we also characterized its stability by sending in light with a fixed polarization
across the fiber and monitoring the change in polarization with a polarimeter [118].
1

Light with DOP=1 suggests that its fully polarized, whereas light with DOP=0 means it is
completely depolarized.
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Figure 5.3: Stokes parameters of polarisation state at the fiber output logged over 3
days showing drifts on a time scale of days. The measurement setup is the same as
the one shown in Fig. 5.2 (a) with the laser wavelength kept constant at 1310 nm.
The measured polarization drifts slowly for the majority of time with sudden jumps
occuring occasionally.

The Stokes parameters of the output polarization state is recorded for 3 days and
are displayed in Fig. 5.3. The measurement shows a slow drift in polarization for the
majority of the time with sudden jumps happening occasionally. For this particular
fiber, changes in the output polarization state take place on a time scale of hours.

5.2

Compensating for polarization rotation across
fiber

In polarization-encoding QKD, the fiber-induced state rotation causes an increased quantum bit error rate (QBER) and eventually prevents keys from being
generated. As a result, this random polarization rotation needs to be actively monitored and compensated. Compensation is usually achieved by placing a polarization
controller in the fiber link which is controlled with a feedback loop. The polarization
controller implements a unitary transformation which is set to invert the polarization
rotation induced by the fiber. The resulting transformation of the entire fiber link
is neutralized to identity such that the polarization states of photons transmitted
through the fiber remain unchanged.
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Typically, the particular setting of a controller that neutralizes the fiber can
be found by measuring the polarization of two reference light signals sent across
the same fiber. In such schemes, a pair of reference signals are prepared with two
non-orthogonal polarization states. Polarization of the transmitted reference signals
is constantly monitored while the polarization controller is adjusted accordingly to
reach a configuration where it restores the states of both reference signals at the
output of the fiber. The reference signals can co-exist with the QKD photons in
the same fiber through either time-division or wavelength-division multiplexing [117,
119, 120]. This type of compensation scheme can operate at a high bandwidth at
the cost of increased hardware complexity and is suitable for QKD systems with
rapidly oscillating environmental noise present in the transmission channel [117].
A different compensation scheme was proposed more recently that does not
require any reference light signals [121, 122]. In this scheme, one utilizes the number
of erroneous bits in the revealed portion of the sifted keys during the error correction
process, which has to be monitored in a QKD protocol anyways to assess potential
information leakage to an eavesdropper. This error rate, which is an estimation of
the system’s QBER, is used as an error signal for the polarization controller. This
compensation simplifies the physical setup at the cost of a relatively low bandwidth
of the feedback loop [122].
In this work, we adopt a similar polarization compensation technique and implement it in an entanglement-based QKD system. Our scheme uses a set of liquid
crystal variable retarders as a polarization controller and is optimized in a feedback
loop using the estimated QBER as the error signal. We show that for entanglementbased QKD, this technique exploits the rotational invariance of the distributed
entangled state and only requires one of the two fiber links to be compensated. With
minimal hardware overhead, this compensation setup is implemented in a QKD
system over a deployed telecom fiber link and achieves optimal compensation in
under 20 minutes.
Controlling polarization with liquid crystal variable retarders
As shown previously in Fig. 5.3, our 10 km deployed fiber exhibits good polarization stability. The polarization state of the transmitted photons slowly drifts
on a time scale of hours. To compensate for this drift, a polarization controller
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Figure 5.4: (a) A simplified diagram of a polarization-entangled QKD setup with
a polarization compensation scheme implemented. The polarization compensation
setup consists of 4 liquid crystal variable retarders (LCVRs) placed before Alice’s
receiver, which serve as a polarization controller. The LCVR voltages are controlled
with a feedback loop which seeks to minimize its error signal, which is the QBER of
the system. (b) LCVR retardance versus applied voltage amplitudes of 2 kHz square
wave at 1310 nm. The LCVRs in this setup are driven with voltage amplitudes
between 1 and 6 Volts, which corresponds to a retardance range slightly lower than
2π radians.
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based on Liquid Crystal Variable Retarders (LCVRs) is adequate. The reaction
time of the LCVRs was measured to be about 5 ms, which is sufficiently fast to
compensate for the polarzation drifts we encounter. Moreover, the LCVRs include
no macroscopically moving parts and offer high transparency at telecom wavelengths
(>95%).
A simplified diagram highlighting the polarization compensation setup in a QKD
system is shown in Fig. 5.4 (a). A set of four LCVRs are placed before Alice’s
receiver to serve as the polarization controller. The LCVRs are driven with 2 kHz
square waves with voltage amplitudes varying between 1 and 6 Volts. As shown in
Fig. 5.4 (b), each LCVR can provide a voltage-controlled retardance from 0 to about
3
π radians
2
◦

at 1310 nm. The LCVRs’ optical axes are oriented at 0◦ , 45◦ , 0◦ , and

45 to allow for sufficiently independent polarization transformations.
An arbitrary polarization transfer can be completely described by a rotation
direction and angle in the Poincaré sphere, and thus 3 degrees of freedom should
be sufficient to encode any transformation required by the polarization controller.
However in this setup, we chose to use four retarders to ensure continuous evolution
of the control parameters within their limited range, and that a gimbal lock situation
is avoided 2 . In this way, any continuously varying unitary transformation between
any arbitrary pair of input and output states can be implemented.
Polarization compensation for entangled state
While QKD implementations based on "prepare-and-measure" protocols only
require a single fiber connecting the sender and receiver, an implementation based
on entangled photon pairs needs two fibers to distribute photons to both receivers.
In this case, both fibers will alter the polarization state of propagating photons and
therefore intuitively requires two sets of polarization controllers applied to both fiber
links, respectively.
However, in our setup shown in Fig. 5.4 (a), only one such polarization controller
is applied to the fiber connecting the entangled photon source to Alice’s receiver
while the other fiber is left un-compensated. For polarization-entangled QKD, we
2

A gimbal lock situation corresponds to the case where the polarization of incident light is
aligned with the optical axis of the first variable retarder, thus effectively eliminating one degree of
freedom in the polarization controller.
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show that it is in fact sufficient to only apply polarization compensation to one of
the fibers as the polarization states of both photons are correlated.
To see this, let us first consider a source that generates photon pairs in a state
|ψ − ⟩ =

√1 (|HV
2

⟩ − |V H⟩). This Bell singlet state is known to be rotationally

invariant, meaning that if both photons undergo the same unitary transformation T̂
(i.e. a polarization rotation), the overall entangled state remains unchanged:
(T̂ ⊗ T̂ )|ψ − ⟩ = |ψ − ⟩
For two photons A and B that undergo different fiber-induced polarization
rotations R̂A and R̂B , the resulting two-photon state is (R̂A ⊗ R̂B )|ψ − ⟩. In order to
perform polarization compensation, a polarization controller acting on photon A can
be set to a particular transformation T̂A such that T̂A R̂A = R̂B . The resulting state:
(T̂A R̂A ⊗ R̂B )|ψ − ⟩ = (R̂B ⊗ R̂B )|ψ − ⟩ = |ψ − ⟩

(5.2)

is again the singlet state |ψ − ⟩ due to its rotational invariance. Thus, for QKD using
a polarization-entangled |ψ − ⟩ state, a single polarization compensation operation
on one side is sufficient to remove the effect of fiber-induced rotations R̂A and R̂B
on both transmission channels.
This result can be easily extended to other Bell states such as |Φ+ ⟩ =

√1 (|HH⟩ +
2
−

|V V ⟩) in our entangled photon source. The state |Φ+ ⟩ can be transformed into |ψ ⟩
by applying a unitary transformation σ̂A to photon A alone:
|ψ − ⟩ = (σ̂A ⊗ IˆB )|Φ+ ⟩

with σ̂A = |H⟩⟨V | − |V ⟩⟨H| and IˆB being an identity transformation on photon B.
Similar to Eq. 5.2, compensation can be achieved by setting a single polarization
controller transformation T̂A such that T̂A R̂A = σ̂A−1 R̂B σ̂A . The overall change of
polarization state becomes:
(T̂A R̂A ⊗ R̂B )|Φ+ ⟩ = (σ̂A−1 R̂B σ̂A ⊗ R̂B )|Φ+ ⟩
= (σ̂A−1 R̂B ⊗ R̂B )|ψ − ⟩
= (σ̂A−1 ⊗ IˆB )|ψ − ⟩
= |Φ+ ⟩
and is therefore compensated with polarization controller applied to only one fiber.
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Figure 5.5: Flow chart of the stochastic search algorithm.

QBER minimization with stochastic method
In the polarization compensation setup shown in Fig. 5.4 (a), the LCVRs are
utilized as the actuator in a control loop in which the measured system QBER is used
as an error signal. This control loop for polarization compensation can be considered
as an optimization problem that aims to find the minimum of the estimated QBER
of the QKD system. The system QBER is considered as a function of four variables,
QBER = f (V1 , V2 , V3 , V4 ), namely the control voltages V1...4 of the LCVRs. While
this problem can be solved using any efficient optimization algorithms in principle,
such as the gradient-descend method, we adopted a different approach in this work
due to practical considerations.
Firstly, it is impractical to obtain an accurate expression of the estimated QBER
as a function of the control voltages as the voltage response curve of an LCVR varies
from unit to unit. Secondly, the estimated QBER cannot be measured with very
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high accuracy due to the limitation of finite sample sizes. These limitations make
it difficult to compute the gradients of f (V1 , V2 , V3 , V4 ) from measurements, and a
gradient-descend algorithm cannot be efficiently implemented. Instead, we use a
stochastic search algorithm which is depicted in Fig. 5.5.
The algorithm conducts a random search within a finite 4-dimensional parameter
space (V1 , V2 , V3 , V4 ). Each control voltage takes a value between 1 V and 6 V which
corresponds to retardation from 0 to about 32 π at 1310 nm. The search algorithm
randomly samples a set of points in the entire parameter space and measures the
QBER for each point. Among each set, the point with the smallest QBER will
be chosen as the center of the next iteration of parameter search, which will be
conducted with the same number of points within a parameter hypercube of smaller
size R. This size R decreases with decreasing minimal QBER obtained in each
iteration. As the algorithm proceeds, the center point of the search will gradually
approach the minimum in the entire space.
During QKD operation, the two receivers registered a coincidence rate of 670 s−1
between Alice and Bob, which yields a sifted key rate of about 340 s−1 after basis
reconciliation. To reduce Poissonian noise, the system QBER is evaluated from
sifted keys accumulated over every 2 seconds. In an exemplary QKD operation,
a typical starting condition before polarization compensation leads to a QBER of
58 ± 2.6%, where the uncertainty is inferred from the Poissonian counting statistics.
With this initial QBER, the stochastic search begins its first iteration with a set of
10 points.
The reduction of the search range R within the parameter space in each iteration is
accomplished with an ad-hoc chosen function R = A × (QBERmin − QBERthreshold )B ,
where QBERmin is the minimal QBER in any given iteration. The coefficients A and
B set the rate at which the search algorithm converges to the global minimum, while
the offset QBERthreshold sets a lower bound of the QBER value determined by other
elements than the optical fiber in the QKD system. The last choice assures that the
parameter space is still probed in a reasonable neighborhood of the global QBER
minimum. Continuously operation of this algorithm allows the polarization controller
to follow the drift of this minimum location in the parameter space over time in a
control-loop-like fashion. We found that in our system, a choice of A = 6.5 Volts,
B = 2, and QBERthreshold = 4% worked well.
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Figure 5.6: (a) System QBER recorded during the stochastic search. The QKD
operation starts with an initial QBER of about 58% which signals a severe basis
mismatch. This value is reduced to about 7% after 30 iterations of search which
takes about 10 minutes. The compensation scheme eventually lowers the QBER
to about 6.4% and the system remains stable for over five hours afterwards. (b)
Applied voltage amplitudes for the LCVRs during stochastic search. The control
voltages converge to stable values as the QBER approaches its minimum.

Fig. 5.6 (a) shows the performance of our polarisation compensation technique in
an exemplary single run. The stochastic search algorithm reduces the system QBER
from an initial value of 58 ± 2.6% to about 7 ± 0.7% after about 10 minutes (about
30 iterations of search). We then observed a small increase of QBER by about 3%
around the 15 minutes mark, possibly due to a small disturbance experienced by the
fiber. Despite that, the algorithm eventually lowers the QBER down to 6.4 ± 0.7%.
The corresponding control voltages of the LCVRs during the search process are
shown in Fig. 5.6 (b). They converge to stable values as the QBER approaches its
64

CHAPTER 5. ENTANGLEMENT-BASED QUANTUM KEY DISTRIBUTION
WITH ACTIVE POLARIZATION COMPENSATION
minimum given by other system constraints.

5.3

Stable polarization entanglement-based QKD
over deployed fiber
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Figure 5.7: QKD setup over 10 km deployed fiber link. The fiber loops back to the
lab to simplify the experimental procedure. The Alice and Bob nodes are run on
independent clocks. Alice’s analyzer is connected to the entanglement source via
the 10 km deployed fiber while Bob’s setup is locally connected using a short patch
cord. The two hosting PCs are connected to the same local area network in order to
exchange timestamp data for coincidence identification.
With a working polarization compensation scheme, we are now able to demonstrate a stable operation of polarization-entangled QKD over a deployed fiber. The
full setup of the QKD system is shown in Fig. 5.7. A polarization-entangled photon
source generates pairs of signal and idler photons in a |Φ+ ⟩ state. With a pump
power of 2.4 mW, we observed a local pair rate of 4300 s−1 . The entangled photon
pairs are distributed to two nodes, Alice and Bob, with a polarization analyzer
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placed on each side. The signal photons are transmitted through a 10 km telecom
fiber that connects the source to Alice’s analyzer while Bob’s setup is connected
locally via a short patchcord carrying the idler photons.
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Figure 5.8: Optical time-domain reflectometer trace of the deployed fiber, identifying
a high reflection loss point about 5 km away from both endpoints. Two more points
with high reflection/absorption loss are also identified about 100 meters from the
endpoints, which is due to a patching cable between the deployed fiber and the
laboratory setup.

The 10 km telecom fiber is deployed underground by Singapore Telecommunications Limited in a loop configuration with both ends located at Center for Quantum
Technologies, National University of Singapore. Measurement using an optical
time-domain reflectometer (OTDR) shows a total fiber length of 10.4 km with about
-7 dB channel loss (Fig. 5.8). The optical absorption of the fiber contributes only
about -4 dB to the total channel loss, with another -3 dB loss due to reflections at
patching points and losses at splicing points.
Upon receiving the photons, Alice and Bob follow the BBM92 protocol by
measuring polarization in one of the two bases: H/V and D/A [24]. The random
detection basis choice is made by a non-polarizing beam splitter in each setup which
transmits and reflects photons with equal probability [123]. Four Indium Gallium
Arsenide Avalanche Photodiodes (InGaAs APDs) are used in each analyzer setup for
single photon detection. The APDs diodes are cooled down to below -40 ◦ C and are
operated in freerunning mode with a nominal detection efficiency of around 10% and
an average dark count rate of about 12000 s−1 . On each side, detected photons are
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time-tagged to a resolution of 125 ps with a 4-channel timestamping device locked
to a rubidium frequency standard [108].
The recorded timestamps of arriving photons are continuously exchanged through
a network connection between two hosting lab computers. To enable coincidence
identification, the clocks on both sides are synchronized in advance by exploiting
the intrinsic timing correlations of the SPDC photons [124]. Uncertainty in the
coincidence time difference is about 1.9 ns (FWHM) due to fiber chromatic dispersion,
detector timing jitter, and other noise in the system [2]. For coincidence identification,
a coincidence window of 0.5 ns was chosen to optimize the coincidence/accidental
ratio without losing too many coincidence events.
Raw key data are generated after coincidence identification and key sifting
following a typical BBM92 protocol. Error correction is then performed in real time
on each block of raw key data accumulated over 25 seconds utilizing a modified
CASCADE/BICONF algorithm [108, 125, 126]. An estimated QBER is also obtained
during error correction and is used to determine the amount of secure key bits to be
extracted from the raw key bits. Privacy amplification is then performed on both
sides for obtaining the final secure keys [127].
We estimate a total system loss of -33 dB in our entire QKD system, with -7 dB
contributed by the total channel loss of the deployed fiber, -6 dB from the optical
coupling loss in the polarisation compensation and analyzer setup, and another
-20 dB solely due to the detection efficiency of the InGaAs APDs on both sides.
Therefore, detector efficiency is the dominant contribution to the overall system loss
in our setup.
With the 10 km deployed fiber connected and the source pump power kept at
2.4 mW, the rate of detected single photons is about 40 000 s−1 on Alice’s analyzer,
and 242 000 s−1 at Bob’s side, respectively. We observe a coincidence rate of 670 s−1
and an accidental coincidence rate of 19 s−1 . After an initial fiber compensation, the
QKD setup operated continuously over 5.7 hours until one of the detectors ceased
operation due to a temperature overrun. The average sifted key rate after basis
reconciliation is 340 s−1 with an average estimated QBER of 6.3%. About 1.4% of
the error bits are contributed by the accidental coincidences and only 0.4% are due
to state preparation from the entanglement source. The remaining 4.5% in QBER
is caused by imperfections in polarization optics and fiber compensation, as well as
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possible depolarization in the fiber link [48]. The final key rate after error correction
and privacy amplification is about 109 bits/second (Fig. 5.9).
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Figure 5.9: QBER (a) and finaly key rate (b) logged over 5.7 hours of continuous
operation. Error correction and privacy amplification are performed over blocks of
raw key bits integrated over 25 seconds. Data collection stopped after 5.7 hours due
to a detector failure.
This final key rate is comparable to other reported entanglement-based implementations at telecom C-band [128, 129] or at wavelengths detectable by Silicon
APDs [130]. Secure transfer of messages with this key rate is practical using one-time
pad encryption for low bandwidth communications such as command & control of
industrial systems. Alternatively, the key can be utilized in fast encryption schemes
using e.g. AES-256, with a much more frequent re-keying compared to conventional
methods [131].
The final key rate in our demonstration is mainly limited by the low detection
efficiencies (∼10%) and high dark count rates (∼ 104 s−1 ) of the InGaAs APDs in
our setup. A significant increase in key rate is expected when replacing them with
superconducting nanowire detectors (∼80% detection efficiency) [33], which would
68

CHAPTER 5. ENTANGLEMENT-BASED QUANTUM KEY DISTRIBUTION
WITH ACTIVE POLARIZATION COMPENSATION
yield a final key rate on the order of kbits/s over the same fiber distance. Increasing
the operating distance of our QKD setup can be made possible by not only lowering
the system loss, but also narrowing down the spectral width of the down-converted
photons, which was shown in reference [128, 129].
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Chapter 6
Conclusion
This thesis presented several studies on the implementation of polarizationentangled QKD over telecommunication fibers. Such a QKD implementation can
make use of the existing telecommunication fiber network and provide secure key
generation for users within a metropolitan area.
In order to utilize a deployed fiber as the optical transmission channel for QKD,
we need to generate and detect polarization-entangled photon pairs around 1310 nm
which is at the O-band of standard telecommunication fibers. In chapter 2, I presented
our entangled photon pair source based on spontaneous parametric downconversion
which generates pairs of signal and idler photons centered about 1316 nm. Our source
is capable of generating photon pairs with polarization-entangled state |Φ+ ⟩ at a
rate as high as 57000 pairs/s/mW. The same chapter also contains a brief overview
of avalanche photodiodes based on Indium Gallium Arsenide (InGaAs), which are
utilized in this work to detect single photons at telecommunication wavelengths.
Chapter 3 reported an investigation of a vulnerability in InGaAs single photon
detectors known as the breakdown flash, which refers to a phenomenon whereby a
detector emits photons upon detection of a single photon. We measured the rate
of breakdown flash with a pair of commercial InGaAs detectors acting as both
emission and detection units and found it contained at least 0.04 photons per flash
event. We also found the spectral distribution of the breakdown flash photons to be
wideband (1000 nm to 1600 nm), which allows for efficient suppression via simple
spectral filtering.
The distribution of photon pairs across telecommunication fibers without degrading their timing correlation and altering their polarization states has been a
major challenge for fiber-based QKD. In chapter 4, we address the effect on the
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timing correlation of photon pairs, which is mainly due to chromatic dispersion in a
long fiber. Fiber chromatic dispersion broadens the temporal profile of a photon
which leads to an increased timing discrepancy. This makes it difficult to identify
whether two sister photons are generated from the same pair and eventually reduce
the number of coincidence events in a QKD system. This degradation in timing
correlation is mitigated by operating QKD at telecom O-band, which is near the
fiber’s zero-dispersion wavelength around 1310 nm. For entangled photon pairs generated from our source, the signal photons propagate across 10 km of deployed fiber
and remain coincident with idler photons with a timing discrepancy of about 1.9 ns.
We also show that this effect can be even alleviated through nonlocal dispersion
cancellation, in which the signal and idler photons undergo an equal amount of
chromatic dispersion with opposite signs.
Apart from degrading a photon pair’s timing correlation, a telecommunication
fiber can also alter its polarization states. In chapter 5 we discussed the effect of fiber
polarization mode dispersion, which rotates the polarization state of propagating
photons randomly and can even cause depolarization for photons with large bandwidth. While the effect of depolarization was avoided by limiting the bandwidth of
photons pairs to about 20 nm, the random state rotation caused by the fiber requires
active compensation. We investigated the rate of such polarization rotation over a
deployed 10 km fiber, and then set up a full QKD system utilizing this fiber as the
optical channel. Within the QKD setup, a set of liquid crystal variable retarders are
implemented as a polarization controller. This controller serves as the actuator in a
feedback loop that seeks to compensate the polarization rotation by minimizing the
quantum bit error rate of the QKD system.
With an active polarization compensation scheme, we eventually demonstrated
stable QKD operation over a deployed fiber in which the BBM92 protocol is adapted.
The QKD operation begins with an initial quantum bit error rate of about 58%,
which descends to about 6.4% after 20 minutes of active polarization compensation.
With the error rate minimized, the QKD operation remains stable for about 5.7 hours
during which an average key generation rate of 109 bits/s is achieved.
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Outlook
The results reported in this thesis form a proof-of-concept demonstration of
integrating polarization-entangled QKD into an existing telecommunication fiber.
While the reported final key rate of 109 bits/s can support one-time pad encryptions
for low bandwidth communications such as industrial command & control, this key
rate can be improved substantially.
Some of the limiting factors of the current QKD setup include the low efficiency
and high dark count rate of the detectors, and the large bandwidth of entangled
photons. The InGaAs detectors in our experiment have a nominal detection efficiency of about 10%, which contributes about 20 dB to the total system loss alone.
Significant improvement can be achieved if the InGaAs detectors are replaced with
superconducting nanowire detectors that can offer a detection efficiency of about
80% and a negligible dark count rate. Such an improvement in efficiency can increase
the detected coincidence rate by a factor of 64. Meanwhile, the low dark count rates
of nanowire detectors also lead to a lower quantum bit error rate. This makes it
possible to increase the key generation rate into the kbits/s range or even higher.
The bandwidth of the entangled photon pairs is another factor potentially limiting
the range of QKD implementation. As shown in chapter 4 and 5, photons with
larger bandwidths are prone to dispersion effects in the fiber. While the effect of
chromatic dispersion can be mitigated by carefully exploiting non-local dispersion
cancellation at the telecom O-band, the depolarization effect caused by polarization
mode dispersion is statistical in nature and cannot be compensated. As a result,
a photon’s coherence time needs to be longer than the differential group delay
caused by polarization mode dispersion to avoid strong depolarization. Although
this requirement has been greatly relaxed in present days due to the advancement
in fiber technology [54, 114], having a narrow band entangled photon source with
high spectral brightness is still preferred in general.
Implementing QKD over a single telecommunication fiber is a prelude to a
potential quantum network, in which entangled photons are directed to different pairs
of users through fiber network switching. The entangled photons can be consumed for
QKD services provided to multiple users simultaneously via wavelength/time division
multiplexing [132], or even utilized to mediate entanglement between atomic/ionic
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systems at distant nodes. For our choice of operating QKD at the telecom O-band,
it is also possible in principle to have QKD photons co-exist with the classical
communication traffic at the telecom C-band, which further reduces the overhead
cost of setting up a QKD network.
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