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I. INTRODUCTION

Quantum key distribution (QKD) provides
information-theoretic secure key exchange [1] between
two remote parties, bounded only by the laws of quan-
tum physics. Early QKD proposals like BB84 [2] have
since been extended to other protocols like BBM92 [3]
which use entanglement as a resource. This protocol
is well-suited for metropolitan-scale networks due to
its balance between security and usability, particularly
in mitigating source side-channel attacks [4] whilst
providing practical key rates.

Fiber-based BBM92 QKD systems generally use the
C-band optical spectrum (e.g., 1550 nm wavelength) for
the quantum signal [5–8], leveraging the low-loss optical
window in standard telecommunication fibers to increase
key rates. This however comes at the expense of higher
quantum bit-error rates (QBER) due to noise from strong
chromatic dispersion effects [5, 6], as well as Raman and
Brillouin scattering [9, 10] when running classical coprop-
agating traffic within the same fiber [11, 12].

In contrast, the O-band optical spectrum (e.g.,
1310 nm wavelength) is designed to fall within the zero-
dispersion window of the same fibers, likely already de-
ployed as part of existing telecommunication infrastruc-
ture [13, 14]. This facilitates interoperability with exist-
ing classical traffic deployed on the ITU-T G.698.4 dense-
wavelength division multiplexing (DWDM) channel grids
spanning the C-band spectrum [15], without the need
for dedicated dark fibers. The corresponding scattering
noise is predominantly from spontaneous Raman scat-
tering, with a lower scattering probability into the more
energetic anti-Stokes O-band [16].

In this paper, we demonstrate O-band BBM92
QKD co-propagating with C-band classical traffic over
29.5 km of deployed standard telecommunication fibers,
using commercial off-the-shelf avalanche photodetec-
tors (APDs). Using a highly wavelength-asymmetric
polarization-entangled photon pair source [17], we gen-
erate intrinsically narrow bandwidth pairs (≈ 120GHz)
that can be efficiently filtered with a bandpass filter for
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rejection of scattering noise. To our knowledge, this is
the first explicit demonstration of O-band BBM92 QKD
with classical coexistence over deployed fiber.

II. EXPERIMENTAL SETUP

The QKD system is deployed across physically sep-
arate locations, as illustrated in Fig. 1(a). The local
node (denoted “Alice”) and the entanglement source
are co-located at the Centre for Quantum Technologies,
while the remote node (denoted “Bob”) is situated at
the Netlink Sembawang Central Office. The nodes are
connected via a deployed fiber link comprising multiple
stretches of G.652D- and G.657A-compatible telecommu-
nication fibers, spanning a total distance of 29.5 km (see
Appendix B).
A simplified schematic of the setup is shown in

Fig. 1(b). The source generates polarization-entangled
photon pairs of wavelengths 586 nm and 1310 nm via
spontaneous parametric down-conversion (SPDC) with
the Bell state

|Φ+⟩ = 1√
2
(|HH⟩+ |V V ⟩) (1)

shared between Alice and Bob. The source exhibits a vis-
ibility of > 95% in both the rectilinear (H/V) and diag-
onal (D/A) bases (see Appendix A) corresponding to an
entanglement fidelity of at least 97%, and a raw heralding
efficiency of approximately 8.2%.
Utilizing a wavelength-asymmetric pair source pro-

vides two distinct advantages: (1) The intrinsic band-
width of the entangled photons is narrower compared
to a wavelength-degenerate setup due to the smaller
wavelength acceptance during the down-conversion pro-
cess [cite], allowing for more efficient downstream noise
filtering; (2) Highly efficient detectors for the visible
wavelength regime can be used without the need for in-
frared up-conversion, simplifying the setup while increas-
ing the overall heralding efficiency.
The signal photons of wavelength 586 nm undergo pro-

jective measurements locally at Alice in the H/V and
D/A bases using four Si APDs (Excelitas SPCM) in a
passive basis choice configuration, denoted as the po-
larization analyzer in Fig. 1(b). Photodetection event

mailto:phyck@nus.edu.sg


2

586 nm

1310 nm

1550 nm
WDM

CIRVOA MPC

Alice Bob

transceiver

source

|�+⟩
time
tagger

deployed

�ber

Ethernet

�lters

time
tagger

polarization
analyzer

polarization
analyzer

(a) (b)

FIG. 1. (a) Bird-eye view of both QKD nodes, with the approximate path of the 29.5 km deployed fiber marked in dotted
yellow. (b) Simplified schematic of the experimental setup with co-propagating classical channel. The source generates
polarization-entangled photon pairs of wavelengths 586 nm and 1310 nm in the |Φ+⟩ Bell state, whose correlated detections
are used for timing synchronization and key distillation. Classical communication between Alice and Bob is performed over a
bidirectional optical link at 1550 nm with wavelength-division multiplexing (WDM). Optical filters upstream of the polarization
analyzer reject noise from the classical channel and scattered light at 1310 nm. MPC: motorized polarization controller; CIR:
circulator; VOA: variable optical attenuator. See Appendix A for a more detailed description.

timestamping is performed with a time tagger of 4 ps
nominal resolution (S-Fifteen Instruments TDC2), with
a total detection rate sa = 2.5× 106 counts/s and overall
dark count rate of 1.0× 103 counts/s.

The corresponding 1310 nm idler photons are trans-
mitted over the deployed fiber to the remote polariza-
tion analyzer at Bob. Detection is similarly performed
using a set of four passively-quenched InGaAs APDs (S-
Fifteen Instruments IRSPD1), which have detection effi-
ciency of 10% and a measured afterpulsing probability of
4%. The total detection and dark count rates are around
sb = 1.3 × 104 counts/s and 8.1 × 103 counts/s, respec-
tively.

Dispersive contributions from the fiber are minimal,
since chromatic dispersion is at most 4 ps due to the
narrow idler bandwidth at the zero-dispersion wave-
length [18], so timing jitter is dominated by the detec-
tor opto-electronics (300 ps for InGaAs APD, 350 ps for
Si APD). The expected polarization mode dispersion of
0.2 ps is also significantly less than the idler coherence
time of 8 ps. Convolution of both detector jitters yields
an overall timing uncertainty of around 0.5 ns, so a coin-
cidence window δt = 0.75 ns is chosen to capture about
90% of photon pair events [19].

The BBM92 protocol itself is executed using the
qcrypto [20] QKD suite for coincidence matching, error
correction, and privacy amplification. This is wrapped
by QKDServer [21] that performs auxiliary QKD opera-
tions such as coincidence peak finding, and adds process
watchdog capabilities. Detection events are downsam-
pled to 125 ps resolution and processed in 229 ns (0.537 s)
timing packets to minimize communication overhead. A
block size of 104 bits is used for error estimation and cor-
rection utilizing a modified CASCADE/BICONF algo-
rithm [22, 23]. The resulting secret keys are fed into
guardian [24], a key management layer that implements
a key delivery interface compliant with the ETSI GS
QKD 014 specification [25] and authenticated over mu-
tual TLS 1.3.

Over a continuous 9-day QKD run, the system
achieved an average secret key rate of 60 bits/s, as shown
in Fig. 2(a). The average quantum bit error rate (QBER)
during this period was 6.7(1.0)% from Fig. 2(b), with the
lowest QBER reached of 4.3% indicative of the intrinsic
system entanglement fidelity. The total and accidental
coincidence rates averaged 470(70) and 46(11) counts/s,
respectively, as shown in Fig. 2(c), corresponding to a
coincidence-accidental ratio (CAR) of 10(1). Uncorre-
lated coincidences due to Bob’s detectors operating near
the dark count regime account for roughly 60% of the
accidentals.

Due to suboptimal locking of the coincidence window
to the photon pair coincidences as a result of configura-
tion error, the total coincidence rate was also observed
to frequently drop, but quickly recovers after repeating
the coincidence signal search (see Appendix C). This be-
haviour manifests as sharp jumps in total coincidences
as shown in Fig. 2(c), which have been smoothed out
using a 10 s sliding window for visual clarity. The aver-
age uninterrupted key generation interval is 6mins with
a maximum duration of 147mins observed. The subop-
timal locking unfortunately also results in higher acci-
dental count rates than what would be expected from a
stable lock, i.e., sasbδt = 25 counts/s. This is further
discussed in Section IV and Appendix C.

To ensure key generation security, mitigations are
implemented against discrete-variable QKD detector
side-channel vulnerabilities [26]. These include coun-
termeasures addressing breakdown flash leakage and
wavelength-dependent transmission using interference fil-
ters [27, 28], detector blinding by self-testing [29], and
timing mismatch by delay compensation [30]. Source
side-channel vulnerabilities are intrinsically mitigated by
the use of entanglement as a resource [4].
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FIG. 2. (a) Measured secret keyrate during BBM92 QKD running over a consecutive period of 9 days. The average keyrate is
60 bits/s marked in dashed grey line. (b) Corresponding QBER during the same period. The average QBER is 6.7% marked
in dashed grey, as well as the 11% QBER limit in dashed red. (c) Total and accidental coincidence rates, smoothed with a
10 s sliding window. The average total and accidental coincidence rates are 470 and 46 events/s, respectively. Fluctuations and
breaks in the coincidence rates arise from suboptimal locking of the coincidence window.

III. CLASSICAL CO-PROPAGATION

An authenticated classical channel is required in QKD
for error correction, privacy amplification, and key de-
livery. We establish this over the same deployed fiber by
wavelength-division multiplexing (WDM) with the quan-
tum channel.

Using the 1310 nm wavelength (O-band) for the quan-
tum channel frees up the lower loss 1550 nm wavelength
(C-band) for the classical channel. Since scattering in
fiber scales with input laser power, a lower launch power
required to sustain the classical connection reduces the
overall noise coupled into the quantum channel.

In this configuration, optical noise coupled into Bob’s
detectors arise from three distinct mechanisms, specif-
ically: (1) the 1550 nm carrier itself from both Alice’s
and Bob’s transceivers; (2) spontaneous emission di-
rectly at 1310 nm from the transceivers (see Appendix D);
(3) spontaneous Raman scattering in fiber from 1550 nm
to 1310 nm as a result of optical phonon interactions.
Four-wave mixing does not contribute significantly due
to high chromatic dispersion within C-band as per G.652
specification [13, 14].

We quantify the magnitude of forward Raman scat-
tering using the setup shown in Fig. 3(a). Light from
a laser of 1550 nm wavelength and 2.5GHz bandwidth
is sent into either a 30 km SMF-28e fiber spool or an
attenuation-equivalent channel, after sufficient filtering
to remove spontaneous emission at 1310 nm. The output
light is then filtered using the same chain of 1310 nm fil-
ters as with the main setup in Fig. 1(b), so any residual
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FIG. 3. (a) Schematic of setup to estimate anti-Stokes scat-
tering in fiber from 1550 nm to 1310 nm. The fiber channel
is swapped with an attenuation channel of equivalent trans-
mission to measure leakage not attributed to fiber. DFB:
distributed fiber Bragg; VOA: variable optical attenuator;
Att.: attenuator. (b) Measurement of InGaAs APD count
rates after dark count subtraction, for launch powers of up to
5mW into the fiber. Lines represent linear fits, with slopes of
3.29(1)× 103 and 6.6(2.5) counts/s/mW for the fiber channel
and attenuation-equivalent channel, respectively.

counts must be attributed to scattering in fiber.

A linear relationship in count rates with launch power
can be seen in Fig. 3(b), which indicates the presence
of spontaneous forward Raman scattering at a rate of
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3.29(1) × 103 counts/s/mW. Leakage of 1550 nm light
through the filters is insignificant. This also contrasts
with four-wave mixing that scales quadratically as a two-
photon input process [cite].

A sketch of the classical co-propagation architecture
is shown in Fig. 1(b). The classical link is established
using a pair of 1GbE media converters (Transition Net-
works M/GE-PSW-SFP-01), each equipped with 1.25G
SFP 1550 nm transceivers (Starview International SV-
SFP-ZXD6) that implement the 1000BASE-ZX physical
layer interface rated for 60 km fiber length. Both the
transmit and receive channels of the transceiver are com-
bined with a circulator (CIR; Thorlabs 6015-3-APC) to
create a full-duplex connection.

The 1000BASE-ZX interface of the transceivers uses
the 8b/10b line code which is DC-balanced [31], result-
ing in a near-constant optical power during operation
suitable for direct attenuation. Fine-tuning of the trans-
mitter power with optical attenuators (VOA; Thorlabs
V1550F) yields launch powers of 0.19(4)mW from Alice
and 1.13(2)mW from Bob into the deployed fiber.

The remaining scattering noise is then filtered using a
series of cascaded 1310 nm optical filters, as previously
depicted in Fig. 1(b) and Fig. 3. Leakage of 1550 nm
light into Bob’s receiver is mostly rejected with the use
of a free-space bandpass filter (Thorlabs FBH1310-12;
>−50 dB attenuation within 1345–1800 nm) in combina-
tion with a pair of aspheric collimating lenses (Thorlabs
C220TMD-C). Finally, a 100GHz fiber bandpass filter
(AFW Technologies BPF-1-1310-L-1-0) is used to filter
out the remaining scattered light near 1310 nm. The
overall transmission efficiency of this filter chain for the
quantum channel is measured to be around -3.4 dB, with
the fiber bandpass filter contributing -2.2 dB.

The asymmetry between Alice’s and Bob’s launch
power is intentional: we observe less noise contributions
from backward Raman scattering as opposed to forward
Raman, so minimal attenuation on Bob’s transmitter
is required. On the other hand, Alice’s transmitter is
carefully attenuated to near the threshold launch power
needed to sustain the optical connection. For a launch
power of 0.19mW, the corresponding noise contribution
from forward spontaneous Raman scattering is estimated
at 650 counts/s.

IV. ACTIVE POLARIZATION AND
FREQUENCY COMPENSATION

Polarization control is necessary to align the polariza-
tion measurement basis on both nodes to obtain corre-
lated outcomes. Due to polarization drifts in the fiber
as a result of temperature variations and mechanical
strain, polarization compensation needs to be actively
performed to maintain basis alignment over time.

Polarization compensation is performed using an inline
motorized “bat-ear” fiber polarization controller (MPC;
Thorlabs MPC320) with fiber loops in a quarter-half-

(a)

(b)

(c)

FIG. 4. (a) Rotation angles of a motorized fiber polarization
controller containing a series of three fiber loops in a quarter-
half-quarter waveplate (QWP1-HWP-QWP2) configuration.
Angular variations centered for visual clarity. (b) Air tem-
peratures (in red) and rainfall periods in 5-minute blocks (in
blue) measured at the S50 Clementi automated weather sta-
tion near the fiber deployment path. (c) Reconstructed fre-
quency difference between Alice and Bob relative to the nom-
inal clock reference frequency, obtained by tracking the drift
in timing of the coincidence signal. ppm: parts-per-million
(×10−6).

quarter waveplate (QWP1-HWP-QWP2) configuration,
shown in Fig. 1(b). This configuration allows the con-
troller to implement any arbitrary polarization rotation,
one of which inverts the rotation induced by the optical
fiber link for basis alignment.
Initial full polarization compensation is done via a

Nelder-Mead optimization procedure [32] with early
termination—which has been shown to be robust against
noise [33]—and using estimated QBER as the minimiza-
tion function [34]. During key generation, polariza-
tion measurement outcomes are no longer publicly an-
nounced. Active compensation is then performed by
stochastic perturbations across different fiber loop rota-
tion angles in the controller and monitoring the measured
QBER after error correction instead (occurring once ev-
ery 21 s on average). The perturbations are small to avoid
large QBER changes that adversely affect key generation
rates.
The drift in polarization controller angles is shown in

Fig. 4(a), indicative of the polarization stability in the
deployed fiber assuming ideal polarization compensation.
We observe polarization stability on the order of several
hours, consistent with previous QKD demonstrations on
deployed fiber in Singapore [35]. No significant correla-
tions are also found with air temperatures and rainfall
patterns collected from a nearby weather station [36, 37]
(seen in Fig. 4(b)) as the fibers are located underground
and experience minimal external disturbance.
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Overall drifts in QBER as seen in Fig. 2(b) are at-
tributed to undercompensation of the active polarization
compensation algorithm, i.e., conservative perturbation
step sizes. This eventually interrupted key generation
when the 10% QBER threshold was exceeded on 26 Dec
to repeat the full polarization compensation algorithm,
shown in Fig. 4(a) as sharp transitions across all three
polarization controller loops.

The HWP fiber loop was also observed to hit rotation
limits in the polarization controller from 28 Dec, leading
to the second key generation interruption and full com-
pensation. This issue however can be easily mitigated
by introducing an additional polarization rotation such
that the initial controller angles are far from the rotation
limits.

Timing synchronization between the QKD nodes is
also necessary to identify photon pair coincidences for
key distillation. We rely on the timing correlations within
the photon pairs themselves for timing synchronization to
∼ns accuracy [38], after an initial coarse timing synchro-
nization to ∼ms accuracy using Network Time Protocol
(NTP)1. This opens up the use of local clock references
with poorer frequency stability on the order of 100 ns/s2,
without dependence on atomic clocks or Global Naviga-
tion Satellite System (GNSS) receivers.

The crystal oscillator circuit onboard the time tag-
ger is directly used as the weak frequency reference.
We perform active software-based frequency compensa-
tion (nominal resolution of 0.23 ppb) to correct for fre-
quency drifts arising from temperature and voltage fluc-
tuations [39, 40], effectively syntonizing both Alice’s and
Bob’s time taggers to ∼ppb accuracy [40]. A 35ms time
constant on the exponential averaging filter is used in
damping noise during coincidence signal tracking.

The instantaneous frequency difference between the
time taggers is estimated by tracking drifts in the co-
incidence timing signal over a 5.36 s averaging window,
shown in Fig. 4(c). The frequency differences show no
strong correlation with temperature and rainfall patterns
in Fig. 4(b) are observed as well, with the exception of
cyclic 24 h drift patterns from 29 Dec onwards that may
suggest human-related activity.

As previously mentioned in Section II, the coincidence
window lock to the coincidence signal is frequently lost
due to a misconfigured damping constant used in peak
tracking, which causes occasional failure under fast drifts
in frequency differences. This is further discussed in Ap-
pendix C. The frequency drifts were measured to be nor-
mally distributed with a standard deviation of 1.8 ppb/s,
and we do still observe instantaneous frequency drifts of
up to 7.6 ppb/s that were successfully compensated for
(i.e., without loss of lock).

1 While the QKD nodes currently rely on external NTP servers for the
coarse synchronization, this dependency can be removed by having
one node masquerade as a stratum-1 NTP server.

2 Or equivalently, 100 parts-per-billion (ppb).

FIG. 5. Extrapolated keyrate against different fiber link
losses, for the current system (solid black), with reference
clock (dashed red), and additionally with improvements to
the source efficiency (dashed blue).

V. DISCUSSION

We demonstrated O-band BBM92 QKD with a co-
propagating classical channel in C-band over a single
29.5 km deployed telecommunication fiber. The system
was run for 9 days with an average QBER of 6.7% and
secret key rate of 60 bits/s. Active polarization compen-
sation was implemented to keep QBER low. Frequency
standards were not used in the setup, instead using a
crystal oscillator circuit as a weak frequency reference
and perfoming active frequency compensation.
The use of O-band wavelengths for the QKD quan-

tum channel provides distinct advantages when deploying
across metropolitan networks with telecommunication in-
frastructure. The predominant noise source is from spon-
taneous Raman scattering, and the low scattering am-
plitude from C-band into the anti-Stokes O-band allows
the scattering noise to be filtered out easily with a simple
cascaded optical filter chain. This is highly compatible
with the use of commercial off-the-shelf long-reach op-
tical transceivers operating in the C-band, which today
support distances of up to around 160 km.
The current asymmetric wavelength configuration op-

timizes for overall system detection efficiency, allowing
the use of more efficient Si APDs locally on Alice, or even
superconducting nanowire detectors if field-deployability
is not a concern. The intrinsically narrow bandwidth
idler (120GHz) allows for strong filtering to remove Ra-
man scattering noise, whose center wavelength can be
easily temperature-tuned in the SPDC process to match
the filtering passband.
The current system performance over different fiber

link losses can be extrapolated using the Devetak-Winter
keyrate [41]

r = qc(1− (1 + f)H2(ϵ)) (2)

given a true coincidence rate c and QBER ϵ, assuming
equal bit and phase errors. H2 is the Shannon entropy,
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basis choice efficiency q = 1/2 for BBM92, and an esti-
mated error correction efficiency f = 1.1. The extrapo-
lation is plotted in Fig. 5.

Our present keyrate of 60 bits/s is consistent with our
previous estimate [17] after accounting for:

• Lower pump power (8.1mW) and heralding effi-
ciency (8%) used in the photon pair source,

• Additional coupling losses in both the 586 nm signal
(-2.2 dB) and 1310 nm idler (-2 dB) optical paths,

• Lower InGaAs APD efficiency (≈ 10%) in reducing
the dark count levels,

• Losses from scattering noise filtering (-3.4 dB),

• Coincidence tracking inefficiencies due to subopti-
mal configuration.

The use of an external reference clock would resolve
any suboptimal coincidence tracking, which can be con-
servatively modeled as a decrease in accidental coinci-
dences (dashed red in Fig. 5). Additionally, improving
our source of polarization-entangled photon pairs to in-
crease the heralding efficiency to 20% and operate at the
original 15mW pump set-point would also yield roughly
4× increase in coincidence rates, for which we expect

an improvement in keyrate to 345 bits/s (dashed blue in
Fig. 5).
Replacing our source with atomic sources that have

even narrower ∼GHz bandwidth [42]—together with nar-
rower etalon filters on the quantum channel—could re-
duce the QBER even further, allowing the QKD system
to scale more effectively across metropolitan-scale links.
I’m not particularly confident in the way I’m selling

this work. . . suggestions to modify this concluding section
are greatly appreciated!
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Ponce, U. Chandrashekara, N. L. Döll, D. Rieländer, and
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FIG. 6. Full schematic of the experimental setup. Schematic of the QKD setup with the non-degenerate entangled photon pair
source scheme per construction in [17]. 405 nm pump light is split into two paths and undergoes Type-0 SPDC in a ppKTP
crystal, generating photon pairs of non-degenerate wavelengths at 586 nm (signal) and 1310 nm (idler). A pair of α-BBO crystals
separately recombine the signal and idler to create the polarization-entangled state |Φ+⟩ = 1√

2
(|HH⟩+ |V V ⟩). DM: Dichroic

mirror; LP: Longpass filter; BP: Bandpass filter. Each photon is sent through a passive beamsplitter array consisting of 50:50
and polarizing beamsplitters (PBS) for measurement along the rectilinear (HV) and diagonal (DA) polarization bases. Detection
events from the individual APDs are registered on the corresponding time taggers. A classical authenticated communication
channel is used for photon pair coincidence tracking and frequency compensation.

phate (ppKTP) crystal, following the scheme

405 nm → 586 nm + 1310 nm.

This is illustrated in Fig. 6. The linear displacement
interformetric configuration of the pair source generates
the |Φ+⟩ state, by spatially overlapping two downcon-
version beams from the same nonlinear crystal to yield
the (|HH⟩ + eiθ|V V ⟩)/

√
2 state, with phase compensa-

tion achieved by tilts in the half-wave plate (HWP). The
signal 586 nm and idler 1310 nm photons are wavelength-
separated with a dichroic mirror, the former measured
locally by Alice and the latter remotely by Bob. Fig-
ure 6 illustrates the aforementioned pair source setup.

We measured 150,000 photon pairs/s using a pair of
APDs, using an input pump power of 8.1mW. The high
asymmetry in downconversion wavelengths results in an
intrinsically narrow bandwidth of 0.7 nm (120GHz) for
the 1310 nm idler light, without the use of additional
spectral filtering optics. Useful to either retake mea-
surements for the 1310 nm output to show the 120GHz
bandwidth, or just quote [17].

Each photon of the pair is projected into either the
rectilinear (HV) or diagonal (DA) polarization bases us-
ing a passive beamsplitter array, and detection events are
timestamped on free-running time taggers. A motorised
polarization controller (MPC) performs active polariza-
tion compensation for rotations in the fiber.

Alice and Bob each perform polarization measure-
ments along the rectilinear (HV) and diagonal (DA)
bases to obtain pair correlations used for secret key ex-
traction. A free-space non-polarizing 50:50 beamsplit-
ter functions as the random choice of measurement bases
for the received light, and the polarizing beam splitters
perform the measurement in the polarization measure-
ment unit shown in Fig. 6. Detection of 586 nm and
1310 nm photons is made with Si APDs (Excelitas Tech-
nologies SPCM-AQRH) and InGaAs APDs (S-Fifteen In-
struments IRSPD1), respectively.

An optical link (1000BASE-X) is established at 1Gbps
speeds. This bandwidth supports data transfer require-
ments in QKD. The estimated average network band-
width used by the key generation process itself is XXX
Mbit/s. This total comprises XXXMbit/s for coinci-
dence tracking, XXXMbit/s for error correction, and a
TCP/IP/Ethernet layer overhead of XXXMbit/s.

The cause of the bimodality in accidental count rates is
unknown, but is correlated to jumps in detection count
rates at Bob. This is postulated to originate from in-
creased dark counts due to ambient light at the Bob de-
ployment site.
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FIG. 7. Optical time-domain reflectometry measurement
of the deployed fiber link between CQT and NetLink Sem-
bawang Central Office, with a total distance of 29.5 km and
cumulative loss of −11.5 dB for light at 1310 nm wavelength.
Reflection spikes and dips are indicative of fiber patching
points.

Appendix B: Deployed fiber characterization

The deployed fiber is a mix of G.652D- and G.657A-
compatible optical fibers designed for transmission at
1550 nm and a zero-dispersion wavelength of 1310 nm.
The stronger chromatic dispersion at 1550 nm is intended
to minimize scattering from four-wave mixing processes
that scale quadratically with launch power [13, 14]. This
makes the C-band more appropriate for the classical
channel with stronger input light as compared to O-band.

The total fiber attenuation at 1310 nm is measured to
be −11.5 dB via optical time-domain reflectometry (An-
ritsu MT9083) as shown in Fig. 7, of which −10.0 dB is
attributed to the fiber itself and the remaining −1.5 dB
to splicing and mating losses. The observed attenua-
tion slope of −0.34 dB/km in the fiber is higher than
that of typical SMF-28e+ fiber spools rated at most
−0.3 dB/km [18]. Perform and add measurements for
1550 nm classical channel in the plot as well.

Appendix C: Clock synchronization stability

Due to suboptimal coincidence tracking, the key gen-
eration experiences intermittent interruptions. This is
visible in Fig. 8, with the distribution of interrupt dura-
tions shown in Fig. 9. This likely caused the coincidence
peak signal to occasionally drift into the accidental win-
dow, resulting in an elevated accidental count rate.

Whenever costream drops (on average every 5mins),
some process is killed that results in the time tagger cool-
ing down. Restarting the time tagger causes it to warm
up again with a time constant of roughly 12mins. Af-
ter excluding the interruption periods, the actual average
running key generation rate is 73(15) bits/s.

(a)

(b)

FIG. 8. (a) A 2-hour snapshot of total measured coinci-
dences, centered at 29 Dec midnight, clearly showing coin-
cidence tracking lost intermittently. (b) Corresponding plot
of reconstructed frequencies. Positive frequency drift can be
seen after each interrupted coincidences, due to temperature
ramping up.

(a)

(b)

FIG. 9. (a) Histogram of durations for each instance of drop-
off in coincidence tracking. The average interruption duration
is 41 s marked in dashed grey, with a mode of 11 s. (b) His-
togram of durations between coincidence drop-offs, i.e., key
generation periods. The average uninterrupted key genera-
tion duration is 6mins marked in dashed grey, with an ob-
served maximum of 147mins.

Appendix D: Transceiver optical spectrum

The spectrum of the C-band transceiver is shown in
Fig. 10, measured by tapping one of the dual-simplex
channels with a 50:50 fiber beamsplitter. The maximum
power of the transceiver is -0.7 dBm. It has a -30 dB
bandwidth of 0.4 nm and sidebands at -43.2 dB.

Significant light leakage is present in the laser, measur-
ing at -83 dBm/nm at the 1310 nm wavelength. This is
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FIG. 10. Spectral density of the 1550 nm transceiver
measured by using an optical spectrum analyzer (Yokogawa
AQ6370E) at 0.1 nm resolution, with the inset showing the
spectrum peak offset by 1550.2 nm.

easily suppressed by XXX orders of magnitude using an
inline WDM, such that no excess O-band emission from
the laser contributes to the noise counts.
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